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INTRODUCTION 
 

The evolution of next generation urban development is taking shape just as the dawn of 

Industrial Revolution 4.0 is on the horizon. The scale, scope and complexity of this 

technological revolution will transform urbanized areas or cities beyond connected 

infrastructure and applications to new smart technologies, which will usher in new forms 

of connectedness.  Smart cities will deliver engaged governments, citizens and businesses 

in an intelligent, connected ecosystem.  

 

Currently, South Africa is the leader when it comes to smart city technology in Africa and 

understands the all-encompassing benefits of implementing smart cities, including 

improving the quality of life for its residents. According to the South African Cities Network1, 

there are at least nine (9) cities in South Africa that are implementing this concept, i.e. 

Buffalo City, City of Johannesburg, City of Tshwane, City of Cape Town, Ekurhuleni, 

eThekwini, Mangaung, Msunduzi and Nelson Mandela Bay, with Johannesburg, Cape 

Town, and Durban leading in the implementation various smart city initiatives and 

technological solutions. 

 

SMART CITY: CONCEPTUAL FOUNDATIONS 
 

A smart city is built on technology but focused on outcomes. It aims at increasing citizens’ 

quality of life and improving the efficiency and quality of the services provided by local 

government entities and businesses. There are several definitions used to conceptualise a 

“smart city.” The working definition used in this document is: “city that effectively integrates 

the physical, spatial, digital and human worlds to deliver a sustainable, prosperous and 

inclusive future for its citizens”2. A scan of the various smart city definitions found that 

technology is a common element. This includes scholars and even international 

standardisation bodies, such as the International Standards Organisation3, International 

Telecommunications Union4 and British Standards Institute5, whose definitions hinge on ICT 

and innovation performance (i.e. the ICT Factor6) as the smart city fulcrum.  

 

                                                   
1 State of South African Cities Report, 2016 
2 PAS 181 DPC draft: 12 August 2013  
3 International Standards Organization (ISO). (2014b). Smart cities Preliminary Report 2014. 

http://www.iso.org/iso/smart_cities_report-jtc1.pdf  

4 International Telecommunications Union (ITU). (2014a). Smart sustainable cities: An analysis of 

definitions. www.itu.int/en/ITU-T/focusgroups/ssc/Documents/ Approved Deliverables/TR-

Definitions.docx 

 
5 British Standards Institute (BSI). (2014). PAS 180 Smart City Framework Standard. 

http://www.bsigroup.com/en-GB/smart-cities/Smart-Cities-Standards-and-Publication/PAS-180-smart-

cities-terminology/  

6 That is, the use of Information and Communication Technologies as a mean to achieve objectives, as 

tool for the improvement of the city. 



However, it is worth noting that the most important issue confounding efforts to make cities 

smarter is not simply the development of appropriate technologies per se. It extends 

beyond the mere “digitization” of information and communication but incorporates a 

number of dimensions that are not related to technology (e.g. socio-economic, legal, 

political and environmental dimensions).   

In Europe, although there may be later variations, a total of six (6) characteristics have 

been generally utilized for describing a futuristic medium-sized Smart City, i.e. Smart 

Economy, Smart People, Smart Governance, Smart Mobility, Smart Environment and Smart 

Living7 and ICT is embedded as the enabler across all, as shown below: 

 

 

Characteristics of a Smart City8 

 

THE SMART CITIES FRAMEWORK: PURPOSE AND RATIONALE 
Various cities are at different stages of maturity in their evolution towards the widely 

accepted city transformation model that characterises smart cities. If there is no shared 

vision across the country, they may have very different and unbridled or fragmented 

outcomes that they seek to achieve. 

SALGA posits that there is a need for the organisation to provide clear guidance to South 

African municipalities towards the adoption, implementation and utilisation of smart and 

digital futures. In this process, in order to avoid multiple and individualised approaches, it 

becomes necessary to ensure that transversal issues, interdependencies and mutual 

processes are addressed from a common developmental framework. This also assists in 

ensuring that all stakeholders have a clear, consistent and common understanding of the 

key concepts and models involved in smart city development; how such models can be 

leveraged and integrated into new and existing information architectures; ease of 

change management; and a cost-effective smooth implementation of the smart cities 

vision and strategy across municipalities.   

                                                   
7 http://www.smart-cities.eu  

8 R. Giffinger, C. Fertner, H. Kramar, R. Kalasek, N. Pichler-Milanovic and E. Meijers, Smart Cities – Ranking 

of European Medium-Sized Cities, Research Report, Vienna University of Technology, Vienna, Austria, 

2007  
 



 

Accordingly, the purpose of the requisite Framework is to guarantee: 

 A coherent vision and Smart City strategy developed by municipalities towards 

developing smart and digital technologies intended to transform and modernise 

municipal functions and operations; 

 The develop of assessment toolkits to assist municipalities in evaluating their 

capabilities (human and IT) and to develop the necessary roadmaps towards 

smart and digital communities; and 

 The development of performance metrics for municipalities to utilise for planning 

and implementing projects and determine milestones to be achieved in ensuring 

digitisation of municipal functions and operations. 

  



ENVIRONMENTAL ANALYSIS – SMART CITIES IN 

CONTEXT  
GLOBAL AND LOCAL REVIEW 

 

REGULATORY AND STRATEGIC FRAMEWORK FOR SMART CITIES 
 

There are several pieces of legislation, policies and strategies (locally and internationally) 

that directly and indirectly regulate the framework for implementing smart city 

components. Without necessarily indicating the numerous relevant pieces of legislation 

that govern the local government and the technology sector, the policy framework that 

controls or facilitates smart city initiatives is worth mentioning. On the international front at 

least, the following are worth mentioning: Sustainable Development Goals (SDGs), the 

Paris Agreement (French: L'accord de Paris) and the Africa Agenda 2063 – The Africa We 

Want.   On the local front, critical policies and strategies include: the Urban Development 

Framework (1997), the National Development Plan (NDP-2011), and Integrated Urban 

Development Framework (as adopted by Cabinet in 2016).  

Also, worth mentioning, due to their express relevance to the use of technology as an 

enabler across the broad city/community development spectrum, are:  

 The Department of Science and Technology’s 10-Year Innovation Plan 2008– 2018, 

which advances the notion of a “knowledge economy” and the need for an 

innovation-driven economic growth in South Africa,  

 South Africa Connect: Creating opportunity, Ensuring Inclusion, 2013;  

 The National Broadband Policy;  

 The National Cybersecurity Policy Framework, 2012;  

 The National Information Society and Development Plan; and 

 The White Paper on National Integrated ICT (2016) which outlines the overarching 

policy framework for the transformation of South Africa into an inclusive and 

innovative digital and knowledge society. 

  

SITUATIONAL ANALYSIS OF LOCAL GOVERNMENT FACTORS 
 

An analysis is provided below, in order to provide a significant contribution towards the 

development of a Smart Cities Development Framework and for on-going discussions in 

the context of Local Government target setting (e.g. enabling platforms, co-operative 

implementation, interoperability, interconnectivity, normalization, etc.), centered on the 

internal and external facilitating (or debilitating) factors. 

 

Internal Factors 
1. Systems and Architecture 

 



A number of local municipalities have implemented fibre broadband networks over the 

years, albeit in a fragmented fashion. The current broadband networks are limited to 

serving the business of the city, focusing only on internal systems and processes.  

Furthermore, the current broadband networks are prone to failure resulting in the 

municipal offices going off-line for longer periods thereby impacting negatively on service 

delivery. It is common knowledge that service delivery in municipalities is often 

compromised due to the unreliability and the capacity of their current broadband 

networks. For many, their current fibre network infrastructure will not take them anywhere 

near their desired future.   

The other problem with the current municipal networks is that they are prone to failure 

because of lack of proper redundancy, and thus inadequate to meet ever growing urban 

community needs towards the realisation of the 5th utility objectives. 

Although some cities have taken massive strides in investing on the soft infrastructure, 

aspects of integrated multi-sector development and ‘city systems’ thinking is yet to be 

incorporated into their approach to cities. The main limitation that these cities are 

experiencing is that there are currently no formal national norms that the infrastructure 

developers should utilise that would make these platforms interoperable, allowing data 

exchange vertically at intra-city space and horizontally between different cities with 

different platforms. 

Standardization and interoperability are key requirements for the widespread adoption of 

technologies and services to provide e-government at the city and inter-city level. 

Therefore, there is a need for a next stage of prioritization where implementing cities should 

consider combined approaches to ensure integration of infrastructure and 

interconnectivity of city management systems as a smarter investment.  

Furthermore, on the same vein, cities need ensure that the developed platforms are able 

to accommodate the integration of new services and technologies with their existing 

services and infrastructure. A follow-through to this will be the integration of wireless 

networks, which are currently characterised by heterogeneity in technologies and 

diversity in service provisioning (operators), thus integrating wireless technologies and 

making provision seamless and transparent. This process may require technical 

developments and review in the current regulatory framework. 

 

Organisational Arrangements 

Internal to SALGA and among implementing cities, the following elements can be 

accentuated for consideration to enrich the implementation of the intended framework: 

 Communication and Public Awareness: a lack of adequate understanding and 

information concerning smart city projects to utilizers and communities can 

lead to an interruption, resistance or halt proper participation. In order to 

promote participation, increase awareness and raise the population’s 

involvement in smart city activities, relevant communication platforms should 

be utilized. 

 Data and Information Sharing: exchange of relevant information not only 

between close collaborators (e.g. project partners), but also on a larger scale, 

is critical. Transparency and openness of data should help to overcome the 



barrier of a larger deployment on smart city projects, which lead to solving 

problems that are not modifiable internally. 

 Public-Private Partnership Models: collaborations between the public and 

private sector in smart city projects is important in order for the municipality to 

leverage on private sector (and community) resources and skills for automatic 

buy-in and successful project implementation. This also addresses financing 

models suitable for such large-scale projects that cannot solely rely on public 

finances.  

 Public Procurement (tendering processes): Transparent public procurement 

processes are usually time consuming and connected to bureaucratic delays 

(malpractice due to insider dealings are no exception). This may delay or 

hinder the execution of large-scale smart city project activities. 

 Smart City Implementation Structures: the establishment of an operative or an 

oversight unit (locally or at national level), which supports smart city project 

activities, is critical to coordinate planning, implementation, monitoring and 

reporting on smart city activities against the roadmap. The South African Cities 

Network (SACN) is one such structure, but only has a mandate to “encourages 

the exchange of information, experience and best practices on urban 

development and city management”. Therefore, it does not have an 

operational or interventionist function that would coordinate, or at least 

oversee smart city project activities and accountability. 

2. Policies and Strategies 

Internal policy development and implementation and enforcement is critical to ensure 

that smart city projects are within funded mandates and properly regulated. Besides, the 

existence of medium to long-term Smart City Strategy and Operational Plans that take 

into consideration the varying urban population figures and socioeconomic factors is 

critical.  

An analysis of the internal policy and strategic landscape concerns: 

 Stability of Policies, Regulations and Procedures: vague or unpredictable local 

government policies, regulations and procedures that directly or indirectly 

affect smart city initiatives may create investment uncertainty and adversely 

affect project activities and milestones. Instability may even attract future 

litigation. 

Furthermore, the ineffectiveness of existing IT regulatory bodies within the local 

government sphere or the non-existence of relevant regulatory bodies, and inadequate 

regulations may affect the implementation of innovative technologies and solutions 

earmarked for smart city initiatives. Coupled with this, current regulations, policies and 

procedures are not entirely suitable to regulate recent technologies’ implementation in 

the context of smart cities. Therefore, a review is imminent. Finally, there is a need to relax 

(reduce rigidity) current licensing procedures, along with other problematic procedures 

and time-consuming permissions to accelerate the implementation and development of 

smart city projects activities. 

 Data Security and Privacy: in South Africa there is currently no agreed policy 

framework and regulation for personal information ownership. This is despite the 

incremented utilization of ICT to collect and manage municipal consumer 



data, which invites risks related to illegal appropriation and inappropriate use 

of such data. Therefore, an agreed framework and regulations for information 

ownership are necessary. 

 Smart City Implementation Incentives: implementing municipalities and 

partners should benefit from incentives such as increase in IT and Infrastructure 

Grants, government subsidies, financial incentives like feed-in-tariffs, tax 

exemption, credit facilities and third-party financing mechanisms, which 

support the implementation of innovative technologies. As a matter of fact, the 

actual implementation of smart city projects is an investment for the country; 

therefore, these incentives are also a long-term investment.  

Technological Innovation and Capabilities 

Technical innovation and capabilities include: 

 Homegrown Mature Technologies and Design Expertise: the existence of 

sufficiently developed and deployed economically affordable technologies 

that are customized to local municipality conditions guarantee a relatively 

smooth operability and successful implementation of smart city projects, is key. 

This aspect also calls for the existence of the requisite local (South African) 

expertise for designing and implementing local technologies. Lack or 

inadequacy of such local expertise may lead to project delays and 

unsuccessful technology installation (for relying on international experts) and 

this may highlight a shortfall of IT experts needed for the executions of smart city 

projects. 

 Staff Capability and Skills Training: municipalities have a shortage of ICT skills 

when they are the level of government that needs these critically to implement 

smart city projects. Due to innovative technology deployment in smart city 

projects and its collaborative approach to skills procurement, a permanent 

technology skills transfer process is inevitable. This continuously demands up 

skilling for local municipality personnel. This applies to municipal personnel such 

as IT managers, operators responsible for operation and deployment of smart 

technologies, data processing managers, decision support workers and 

analysts.  In terms of those municipalities that have already implemented smart 

technologies, there is a need to conduct skills audits to determine the extent of 

skills transfer obtained in the process. Fact is, the adoption of deployed 

innovative technologies may be cancelled or business continuity may be 

halted due to lack of needed knowledge and technical skills from local 

personnel. 

Operational areas considered include: 

 Deploying Verified Solutions: local and international best practices are critical 

when a municipality intends procuring and deploying smart technologies 

technical solutions. A thorough audit of smart technologies and solution that 

have already been implemented in various municipalities in the country needs 

to be conducted in order to address shortage of tried and tested solutions and 

to reduce duplication of efforts.  

 Implementing Local Solutions: locally designed solutions often address 

applicability complexities as they meet local operational conditions (e.g. local 

climate conditions affecting PV energy application), technical demands, and 



economical and legislative factors. This further contributes to the relevance 

and quality of solutions, thus accelerating the implementation of related smart 

city projects.  

 Interoperability and Interconnectivity: current urban systems are fragmented 

resulting from a silo approach adopted by implementing municipalities. The 

larger municipalities tend to want to do their own thing.  Additionally, 

municipalities, although appreciative of external support from provincial and 

national government prefer to maintain some autonomy in terms of how they 

run their ICT programmes. This may indicate a strain in the relationship with 

national and provincial government but also entrenched the notion of silo 

operations. 

Implementing smart technologies and technical solutions among role-players in a 

municipality or across related multi-players in a silo approach always results in some form 

of system malfunction due to lack of system integration. However, interconnectivity or 

interoperability among systems and the ability of a system to work with or use the parts of 

another system does not. For example, the implementation of smart technologies in the 

energy environment such as the deployment of smart grids warrants a coordination of 

energy supply and demand across the spectrum to succeed. Fragmentation in this space 

could disastrous. 

 City Hard Infrastructure: smart and sustainable hard urban infrastructure plays 

a prominent role in ensuring the deployment of smart technologies. The 

creation of this supporting infrastructure is critical for implementing 

municipalities as the lack thereof may continuously disrupt or terminate smart 

city activities. 

 Well-documented IT Processes: sustainability of smart city ICT projects requires 

for an implementing municipality to ensure that it clearly defines and properly 

documents its processes during the planning phase. This allows for ease of 

implementation and reference towards a smooth deployment of smart 

solutions throughout the smart city project lifecycle. However, should an in-

depth planning process in a municipality omit to adequately capture the 

requisite implementation steps, dependent smart city project activities may be 

derailed. 

 Metrics of Measure: there is a need to determine the roadmap and milestones 

at the inception of an ICT smart city project, including performance indicators 

that will assist the municipality to determine the extent of implementation. 

Without a performance framework an implementing municipality may 

produce unusable low-quality products, may not realize its intended smart city 

objectives and may not acquire the required maturity levels (in terms of the 

maturity framework standards) for a while. 

External Factors 

Political Factors 

Political stability and business policies play a critical role in cities’ capacity to attract 

investment and quality living. Accordingly, the development of roadmaps, strategies, and 

policies as frame conditions for the successful implementation of smart city projects rely 

on this. A lack of such also means a lack of medium and long-term political support. 



It is plausible that in South Africa there is an increasing consent and recognition that 

Mayors and Council at local level should champion real change in smart city 

implementing municipalities. They benefit from a proximity to their electorate, and often 

adopt a practical ethos and their charisma and vision can help them play the part of 

ambassador and honest broker for a city and can even help a city to develop its own 

brand.  

National and provincial spheres of government have grasped the need for a much 

deeper engagement with local government spatial policies, and with the relationships 

between cities in a provincial or national configuration (the ‘system of cities’). These latest 

developments give new momentum to the tasks of economic development, spatial 

planning, and governing urban growth.  

Policy considerations that the political sphere of the city (national level where applicable) 

should consider to facilitate and accelerate the implementation of smart city projects 

should at least address the following:  

 Fostering common grounds for data collection and measurement 

(homogenization of data).  

 Structured sharing of information on lessons learned and dashboards on 

performance.  

 Creation of working groups (industry, academia and government) to facilitate 

smart city projects and to enhance innovation through idea cross-fertilization 

among private and public sector stakeholders.  

 Sharing of resources and solutions to accelerate smart city project 

performance across the country and curtail on cost (economies of scale and 

scope).  

Socio-economic Factors 

South African city populations, as an international phenomenon, continue to increase 

precipitously due to pull factors such as the perceived or actual economic opportunities 

and access to services. This is due to the fact that cities have quite an impact in the 

economic development of a country, being the “platform” where many people live and 

work, where services are provided to citizens in a wide range of ways, and where local 

government officials have a close contact with citizens.  

In relation to urban citizens, there are common socioeconomic challenges that cities 

share such as growing or aging population; inclusive economy9; quality of health and 

unequal health services; skills need and market access; joblessness, job creation and 

retention; and infrastructure pressures.  

Population density is an asset for cities as it facilitates the implementation of high impact 

problem solving mechanisms within a limited geographical size.  Another advantage is 

that dense urban spaces encourage greater interactions and conversations that lead to 

innovation, which is one of the main drivers of economic competitiveness and resilience, 

thus enabling smart cities to easily adjust to economic developments and changes in 

technology and global demands.  

                                                   
9 Municipalities should always interpret future cities through the lens of poverty and inequality reduction 

and see the city of the future as a vehicle for promoting inclusion at all levels of intervention. 



Therefore, it is only natural then that ICT (Information and Communication Technologies) 

should play an increasing role in advancing innovation in the life of both people and 

private and public entities that are part of a city. 

Currently, there is a general lack of municipal systems or technologies that provide one-

stop robust economic information from official surveys, administrative and private sector 

data, at the city and sub-city level to assist the city to understand how people, goods and 

services connect and move among the different spaces in a city, and how these flows 

augment or strain a city’s overall economic performance and how they inform futures 

planning, i.e. merging of GIS, big data, and analytics to create real-time “living maps” to 

model community behavior and economic trends. In most instances there is reliance on 

the private sector technologies such as AfriGIS, etc. 

Despite the utilization of Integrated Development Plans as a philosophy to drive 

integration at local, provincial and national spheres of government, non-integrated 

planning and poor alignment, both vertical (across government spheres) and horizontal 

(across sectors, i.e. housing, transport, energy, etc.), by all, including government 

departments, state-owned entities and private developers, still persists. This is evident, for 

example, in spatial planning, where Spatial Development Frameworks (SDFs) where the 

private sector which owns land still drives the agenda without due consideration and 

involvement of the role-players in the public sector. Furthermore, in state owned land, 

municipal spatial priorities are not in tandem with the ones espoused by national and 

provincial functional sectors. In some instances, this spatial planning integration is non-

existent even among municipal line departments.   

The ultimate purpose of embracing ICT in the smart cities initiatives as an economic 

enabler is: 

 To contribute to the economic development of cities by maximizing the impact of 

local ICT capabilities; 

 To improve the city’s throughput and competitiveness (locally and abroad); and 

 To transform and modernize the city’s (and subsequently the country’s) economy 

with an efficient and intensive use of ICT by the citizens, the business sector and 

the public sector.  

Technological Factors 

As intimated earlier, although smart cities are enabled by modern or new technologies, 

technology alone doesn’t make a city smart, especially if considered as an afterthought. 

Therefore, technology should form part of planning and must be fully integrated and 

embedded in the city fabric as one of the foundational layers. At least, this is what is 

inescapably espoused by the 4th Industrial Revolution (4th IR).10 

The 4th IR has ushered in an era that is deploying perfect storm-type technologies such as 

Artificial Intelligence (AI) digital quake and Robotics, Extreme Automation, Genetic 

Engineering/Biotechnology, and Nano Technology, which are disruptive to the status quo. 

For example: self-driving cars (Tesla)/taxis (Singapore), IBM’s AI (Watson – a big-data 

                                                   
10 This era is preceded by the following: 

 1st IR – Mechanisation: when machines replaced animal and manual labour. 

 2nd IR – Mass Production: was the dawn of mass manufacturing, machines and processes (e.g. 

Ford’s introduction of the assembly line) 

 3rd IR - Digital Revolution and Globalisation: marked the change from analog to digital, the 

internet, World Wide Web and globalisation. 



system used in medicine to promptly diagnose blood diseases like leukaemia, and Al Ross 

– the AI lawyer doing bankruptcy cases for a major law firm), StockMaster  

predicting market trends (Baidu), and autonomous carts and robots operating at Amazon 

warehouses. 

These and other smart technologies, when deployed in smart cities projects will disrupt 

jobs, skills, business and socioeconomic inequality; and bring about the Internet of Things, 

fusion of technologies, innovation and productivity, among other things.  

However, from the labour perspective, many job categories will either be halved or 

disappear due to automation11, hence the need for re-skilling or up-skilling, municipality 

or city’s investment in lifelong education to keep up with new job demands, and 

adaptability to new environments. Historically, before the 1st IR, the average working week 

was about 70 hours. As we embrace the 4th IR, this has reduced to about 40 hours.  If half 

of the jobs are lost during the 4th IR, then perhaps we will only need a 20-hour week. 

Optimistically, as the case was with the previous IRs, although the impact is enormous and 

sometimes difficult to embrace, the 4th IR technologies will bring about reduced working 

hours, lowered costs, and raised the standard of living. 

Other negative effects that accompany smart technologies include: Cybersecurity risks 

and Geopolitical risks (e.g. populist and extremist movements using these platforms for 

hate speech etc., and facilitation of terrorist acts). However, these can be curtailed or 

contained with further innovation and deployment of related countermeasures. 

 Alongside the legislative and policy framework that South Africa has developed to usher 

in new and smart technologies, the technology landscape is also continuously improving 

across the country and presents fertile ground for the implementation of smart 

technologies and solutions. For example:  

 

 According to Statistics SA12, in 2015 85.5% of households had access to at least one 

(1) cellular phone compared to 83.1% in 2014. Mpumalanga is the Province with 

the highest percentage (94.4%) of household who have cellular telephones 

followed by Limpopo at 94.1%. The Western Cape has the lowest percentage at 

69.2%, as shown in the graph below: 

 

                                                   
11 For example, the company that makes IPhones (Foxconn) had to shed 60 000 jobs out of about 480 

000 it employs as it had to replace them with robots which were cheaper to maintain. BBC 25 May 2016 
12 StatsSA GHS, 2015  



 

 Just over half of South Africa’s households (53.5%) had at least one member who 

used the Internet either at home, workplace, place of study, or Internet cafe ́ in 

2015. For Gauteng the figure was 65.7% and the Western Cape 63.3%, whilst just 

over one-third (39.3%) of household in Limpopo had access to the Internet, as 

indicated below: 

 

 

 The World Economic Forum (“WEF”) publishes an annual Network Readiness Index 

(“NRI”), which measures the ability of economies to leverage information and 

communication technologies to boost their competitiveness and improve their 

citizens’ wellbeing.  
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Mpumalanga is the Province with the highest percentage (94.4%) of household 

who have only cellular telephones followed by Limpopo at 94.1%.  The Western 

Cape has the lowest percentage at 69.2%. 

 

Graph 2: Percentage of Households who have functional landline 
and cellular telephone in their dwellings by province for 
2015 
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Just over half of South Africa’s households (53.5%) had at least one member 

who used the Internet either at home, workplace, place of study, or Internet café 

in 2015.  For Gauteng the figure was 65.7% and the Western Cape 63.3%, 

whilst just over one-third (39.3%) of household in Limpopo had access to the 

Internet. 

 

Graph 3: Percentage of Households with access to the Internet 
at home, or for which at least one member has access 
to or used the Internet by province for 2015 
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 In 2016 the NRI international ranking for South Africa was 65, an improvement of 10 

places from the previous year’s ranking of 75.  

 In 2016, the International Telecommunication Union’s (“ITU”) ICT Development 

Index (“IDI”) ranked South Africa at 88.   

 As one of the Core indicators on ICT infrastructure and access, South Africa’s 

mobile broadband connections increased by 10%, from 64% in 2015 to 74% in 2016, 

on par with China (74% in 2016)13. 

 

e-Governance and e-Services in South Africa emanates from a 2001 Department of Public 

Service and Administration strategic document titled: “Electronic Government: The Digital 

Future; A Public Service IT Policy Framework.” The Department intended to advance e-

Services across government departments at national, provincial and local levels to the 

benefit of the citizens.   

However, implementing e-Governance in local government remains a critical challenge 

due to the following factors14 some of which still persist to date: 

 Funding and prioritization: Balancing the cost for the purchasing of expensive 

technologies with the cost for immediate service delivery needs. 

 Staff layoffs: Due to the computerization of some administrative functions staff 

layoffs are inevitable. 

 Digital divide: There is a clear distinction between those who have readily access 

to information technologies and those who do not. Local government should act 

now. The divide is not getting any narrower. 

 Staff capacity: Expertise is necessary to operate complex technologies. 

 Technology culture: Only a small portion of the SA society is ready to accept 

technology to liaise with government institutions. 

 Rapid changing technologies: The tendering process for the purchasing of 

equipment is often not even fully completed before new, improved technologies 

are available. 

Nevertheless, the development of efficient and effective e-government is a prerequisite 

for the development of smart cities. e-government applications and technologies are 

expected to shape how cities should work, how they should be organized, and how they 

should deliver e-services to the citizens and the business community. 

Therefore, in a smart city concept, cities should increasingly move from service 

provisioning to platform provisioning. That is, implementing municipalities should develop, 

ensure interconnectivity and interoperability of wireless networks that bridge multiple 

providers and multiple communication technologies, including the development of urban 

hard infrastructures to facilitate more active and smarter urban networks and 

                                                   
13 ICASA’s report on the state of ICT sector in SA: 2017 

14 Van der Waldt, G. 2002. Key challenges for local government – the road whereto? Word in Action, 

Summer 2002. No. 382. Bureau for Scholarly Journals. PU for CHE. 

 



applications. Consequentially, these infrastructures will enable the development of a 

broad range of public and private applications and services. 

The current municipal systems that are characterized by fragmented and passive 

information networks will need to be replaced by active, integrated networks that are 

able to link citizens, businesses, governments, and infrastructure.  

Notably, standardization (normalization) and interoperability are key requirements for the 

widespread adoption of technologies and services to provide e-government at the 

municipal or city level. Mapping interoperability 15  and interconnectivity requires the 

development of a tool to analyze the status quo and: 

 Identify key challenges to integration emanating from independent intra- or inter-

city technology deployments and diverse applications;  

 Update (or develop new) policies, functions, operations, and processes to address 

these; and  

 Establish common pivotal points of interoperability and use these to promote 

commonality of approaches and easier linkages with other cities and other local, 

provincial and national authorities.   

The process of discovering consensus towards interoperability 16  can be illustrated as 

follows: 

 

Therefore, in relation to e-governance and e-services, the envisaged development 

framework should determine the extent to which implementing municipalities have 

integrated services and technologies, without constraining innovation, to the benefit of 

city inhabitants.  

                                                   
15 According to the European Commission there are five broad interoperability domains contained in 

the European Interoperability Framework (EIF) to utilise for this purpose, i.e. technical, semantic, 

organizational, legal, and policy interoperability. 
16 Dr. Martin J. Burns (2017): GCTC Transportation Super Cluster - Smart City SDK: National Institute of 

Standards and Technology 
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The development of Smart Cities requires a pragmatic approach to technological 

development and deployment that is based on open standards and interoperability, 

which is vendor neutral and focused on the needs of cities, citizens, and businesses. 

Technologies need to be deployable and should be supported by sound business models. 

Legislative Factors 

Legislative factors provide an analysis of how legal issues and government regulations 

affect the probability of success of smart city initiatives, particularly the deployment of 

technologies. It is also an analysis how municipalities influence policy creation and 

decisions taken in relation to identified smart cities implementation gaps. 

It is worth mentioning that, with the current legal and policy framework in place, South 

Africa’s urban future that manifests the NDP ideals of equity, prosperity and sustainability 

have yet to be realized by the majority of the citizens despite progress made since 1994.  

Furthermore, the national level regulatory framework for the adoption of smart urban 

technologies, particularly for the development of new urban IT infrastructure, and to drive 

improvements in existing infrastructure (e.g., through improving energy efficiency) serves 

as a key challenge for policy makers. 

Therefore, innovative forms of smart city responsive policies and regulations that are 

amenable to the IT sector are needed to enable large scale and rapid implementation 

and rollout of smart cities. Some of these are addressed in the White Paper, although the 

actual enforcement is weak. For example, cybersecurity risks are rife17, therefore the White 

Paper should also be reviewed to embed an approach to identity and privacy 

management, based on an open and national business model; a service-oriented IT 

architecture; and a citizen-centric trust model. 

New governance concepts, embedded in legislation and policies, are required to 

coordinate and integrate smart city stakeholders and to jointly experience and learn with 

new forms of governance and policy concepts to further the process of becoming a 

sustainable, smart city.  

The advancement of an optimistic view on the potential of cities, led by empowered 

political and administrative authorities, and key stakeholders (such as communities an 

business) to pursue urban sustainable development goals through good policy and 

planning, is vital.  

 The implementation of the IT component embedded in smart city projects does not thrive 

well in a municipality governed by complex legislation, particularly those that regulate 

technology. This may result in uncertainty and non-compliance by the implementers or 

vendors, thus attracting unnecessary litigation that may delay project implementation. 

Current budgetary legislation and policies are mandate-based or obligatory (or ring-

fenced) and leave no room for cross-subsidisation, particularly at local municipality level. 

These should be tested to determine whether they accommodate the complexities that 

smart city projects generate, based on lessons learned, e.g. flexible procurement, 

restrictions on foreign investment in technology-indigent areas, etc.  

                                                   
17 When one observes the Eurasia Group’s cyber risk index of 1-100, the US sits at 77 and China at 88 

and these are developed countries. 



Finally, there is insufficient regulation on local government incentives to encourage 

investment in smart technologies. These may impede implementation of some critical IT 

elements of smart city activities. 

Environmental Factors 

As indicated earlier that cities are population migration magnets, population density 

brings along more environmental problems for the city, such as traffic congestion, 

greenhouse gas emissions, or excessive travelling time and energy consumption, etc. This 

results in the need to manage climate change, address resource scarcity and the need 

for energy resilience, among other necessary city interventions.  

Notably, climate change has resulted in adverse conditions such as drought, heat waves 

and shortages of water supply in some cities, e.g. City of Cape Town, eThekwini and 

Nelson Mandela Bay. Although it has not yet been fully mitigated, community awareness 

and integrated management is improving. Plausibly, most municipal authorities in the 

country share the view that not only is climate change very urgent, but also that 

prevention and mitigation strategies are a key responsibility of those in charge of the built 

environment and transport systems, hence the continuous inclusion of this element in the 

municipal planning framework. However, there has been a perceived failure of national 

governments to take sufficiently bold actions to address climate change, whereas city 

leaders have found it easier to gain local citizen support. In some cases this is due to urban 

problems such as poor air quality, threats from flooding and other impacts of extreme 

weather, and concerns about food security.  

Water pollution (e.g. garbage, factory chemicals, debris, and oil spills) and air pollution 

resulting form emissions, continue to impact the health of city citizens and other 

communities. Currently, waste and recycling are not yet effectively managed.  

Renewable energy has always been considered a softer issue in some municipalities and 

cities and has not yet been mainstreamed in the agenda and budgets of municipalities. 

However, some cities have considered energy resilience as a critical element in smart 

cities. There are initiatives to move to alternative environmentally friendly energy sources 

such as photovoltaic (PV); wind power; land fill gas-to-electricity, wastewater-to-

electricity and biogas-to-electricity. Key projects include:  

 Wind Power Projects: Cape Town and Nelson Mandela Bay.  

 Photovoltaic Projects: Ekurhuleni, eThekwini and Cape Town. 

 Land Fill gas-to-electricity: initiatives in eThekwini, Johannesburg, Ekurhuleni and 

Buffalo City.  

 Wastewater gas-to-electricity: Johannesburg 

 Waste-to-electricity: Tshwane 

 Micro-hydro: Cape Town. 

The technological capabilities to address environmental issues are an express need and 

most cities in the world have prioritised this aspect and the deployment of smart 

technologies as part of their smart city projects.  

Smart technology deployment to address environmental needs is but one factor that 

advances environmentally friendly solutions. However, developing environment-friendly 

applications is also critical to mitigate environmental challenges, such as environment 

electromagnetic noise reduction in ICT technologies, support of large unstructured mesh 



networks and reliable routing, radars and weather sensors, new light sources (next 

generation LED). 

 

BUSINESS CHALLENGES, REQUIREMENTS AND TECHNOLOGY 

OPPORTUNITIES 
Needless to say, smart city projects in municipalities across the country are at very different 

and disparate stages of technological (functional and operational) and administrative 

capability levels. These differences in administrative and technological maturity levels 

shape and constrain the ability of individual cities to become smart or ‘smarter’. They 

present themselves as either challenges or technology opportunities for the transformation 

or modernization of a city/community, as discussed below.   

 

As a means for all to realize SALGA’s Level 4 maturity level and beyond, there was a need 

to examine barriers to solving urban problems, and to turn problems into opportunities for 

new technologies. This would then inform the development a framework that captures 

new domains and dimensions that a city should utilize in order to improve its operational 

readiness for providing services to communities. 

BUSINESS CHALLENGES AND TECHNOLOGY OPPORTUNITIES 
Generally, when looking at the potential impact that ICT, and the services made available 

by them, may have in cities, a number of challenges can be identified.  Some of these 

challenges include (Yigitcanlar and Lee 2014)18: 

 Providing an economic base;  

 Building efficient urban infrastructure;  

 Improving the quality of life and place;  

 Ensuring social integration;  

 Conserving natural environmental qualities; and 

 Guaranteeing good governance  

South African cities share some of their challenges that require smart technology 

interventions with South Mediterranean countries.19 Most of these challenges have been 

outlined in the analysis of internal and external environmental factors. Common 

challenges can be illustrated as follows: 

 Urban violence and insecurity 

 Urban poverty 

 Climate change effects 

 Pollution 

 Congestion and pollution 

                                                   
18 Yigitcanlar, T., & Lee, S. H. (2014). Korean ubiquitous-eco-city: A smart-sustainable urban 

form or a branding hoax? Technological Forecasting and Social Change, 89, 100–114.  

19  Andrea Torregrosa, Mario Martin,: Smart Cities: Concept, Challenges and Projects,  



 Inadequate public transport 

 High infrastructure deficits 

 Shortage of access to ICT 

 Scarcity of resources, including water. 

 

Accordingly, the recommended smart city projects that would address the above and 

other related areas and serve as technology opportunities towards a smart city, in terms 

of the six (6) European dimensions, include: 

 

DIMENSION AREA 
TECHNOLOGY 

OPPORTUNITY 

SMART ECONOMY 

Innovation 
Innovation Centre 

e-commerce 

Entrepreneurship 

Business Centre 

Job-search Resource 

Centre 

SMART PEOPLE 

Digital Education 

Centre For Learning 

New Technologies 

Internet in Schools 

Creativity 

Centre for creating 

Apps and new 

technology 

SMART GOVERNANCE 

Participation 

Complaints and 

Suggestion System 

Participation in 

decision-making 

through Internet Based 

Systems 

Transparency 

Open Data 

Municipal 

Transparency and 

Accountability 

Systems 

Public and Social 

Services 

e-services (e-

municipality) 



City Council on social 

networks 

GIS (internally run) 

Social and City 

Services Information 

Capability 

Smart Justice 

SMART MOBILITY 

Traffic 

Variable Traffic 

Management 

Traffic Monitoring 

Traffic Control 

Public Transport 

Public Transport App 

Smart Card for Public 

Transportation 

Intelligent Bus Stops 

Car Sharing 

Public Bicycles 

Electric Bus 

Tramway 

ICT infrastructure 

Parking Sensors 

Parking Information 

NFC Payment 

Logistics Smart Logistics 

SMART ENVIRONMENT 

Network and 

Environmental 

Monitoring 

Environmental 

Information and Alerts 

Containers with 

Sensors 

Monitoring Distribution 

Networks 

App with Incidents 

Energy Efficiency Electric Vehicles 



Electric Vehicles 

Recharging Stations 

Energy Efficient 

Buildings 

Intelligent Lighting 

Smart Grids 

Irrigation Remote 

Control 

Renewables System 

Centralized Heating 

and Cooling System 

SMART LIVING 

Tourism & Culture 

Events Information 

System 

Tourism App 

Health & Safety 

e-health 

Accessibility in Public 

Places 

Telecare 

Video surveillance 

Technology 

Accessibility 

Free Wi-Fi 

Optical Fibre 

Capability 

Citizen Card 

  

Therefore, smart technology, as an element of smart city initiatives, has been positioned 

as one of the responses to the growing challenges that an urban municipality and society 

face such as environmental degradation, non-inclusive economic, exponentially growing 

urban populations that overload and dissipate social and physical infrastructure as it 

intends to improve the functional and operational efficiency of cities. 

FUNCTIONS, REQUIREMENTS AND TECHNOLOGY CAPABILITIES 
This analysis has used the major components that characterize the ecosystem of Smart 

Cities that will influence the ICT environment, as postulated by Anthopoulos et al. (2016).20 

                                                   
20 Anthopoulos, L., Janssen, M., & Weerakkody, V. (2016). A Unified Smart City Model (USCM) for smart 

city conceptualization and benchmarking. International Journal of e-Government Research, 12(2), 76–



In their study, Anthropoulos, Janssen, and Weerakkody conducted an in-depth 

comparative analysis and categorization of several smart city conceptual models that 

synthesize a smart city ecosystem and concluded that the 6 dimensions 21  that are 

adopted and used in Europe for describing a futuristic medium-sized Smart City, i.e. Smart 

Economy, Smart People, Smart Governance, Smart Mobility, Smart Environment and Smart 

Living, should evolve into eight (8) components that constitute a Unified Smart City Model 

(USCM). These components not only establish a cyber-physical integration in the 

ecosystem, but also allow for standardization.  

For analytical purposes and for the development of the framework, each component was 

put into perspective according to its current application, potential or opportunity, 

challenges, technical requirements, and proposed roadmaps. These components 

include: Smart Infrastructure, Smart Transportation (or smart mobility), Smart Environment, 

Smart Services, Smart Governance, Smart People, Smart Living, and Smart Economy. This 

can be illustrated as follows22: 

 

 

1. Smart Infrastructure:  

This component relates to town planning and development in terms of city hard 

infrastructure and facilities that embed smart technology, such as water and wastewater 

management infrastructure; energy networks; roads and stormwater infrastructure, and 

buildings etc. 

                                                   

92.  

21 http://www.smart-cities.eu  

22 Anthopoulos, L., Janssen, M., & Weerakkody, V. (2016). A Unified Smart City Model (USCM) for smart 

city conceptualization and benchmarking. International Journal of e-Government Research, 12(2), 76–

92. 



2. Smart Transportation (or Smart Mobility):  

This encompasses transportation network optimization (including mixed-modal access), 

traffic management, logistics, and related smart mobility elements, incorporating 

enhanced ICT infrastructure with real time monitoring and control systems.  

3. Smart Environment: 

This component covers innovation and ICT network incorporation for natural resource 

protection, management and efficiency in notable areas such as waste management 

systems, emission control, recycling, pollution monitoring, climate change, green urban 

planning, green buildings, lighter footprint etc. 

4. Smart Services:  

This component covers all municipal service areas that utilize technology accessibility and 

ICT, such as health, education, tourism, safety, response control (disasters and 

emergencies), services payment, human settlement, and social services. 

  

5. Smart Governance:  

This relates to the establishment of smart government in the urban municipal space, e-

Gov, enabling supply and demand size policies through public participation, 

complemented by technology for service delivery (e-services), and transparency.  

 

6. Smart People:  

This component covers technology and ICT measures that enhance communications, 

people creativity, innovation, participation in public life, inclusive society and human 

capital development (21st century education).  

 

7. Smart Living:  

This involves innovation for enhancing quality of life, cultural (and diversity) vibrancy and 

livability in the  urban municipal space.  

 

8. Smart Economy:  

This component involves technology and innovation that facilitates new business 

opportunities and entrepreneurship, strengthens business  development and productivity, 

enables local and global interconnectedness, creates employment and accelerates 

urban growth.  

The components mentioned above are interconnected and require data collection and 

ICT infrastructure to be embedded within city hard infrastructure in order to deliver smart 

services to municipal beneficiaries, while planning and governance are necessary in order 

for the subsystems to be coordinated towards accomplishing the smart city mission. 

 

Although technology is a critical enabler in a smart city ecosystem, it is one of the 

necessary foundational capability layers that should form part of every smart city, as the 



proposed framework will show. Accordingly, the framework has been developed utilizing 

the abovementioned components through: 

 

 An analysis of current functions and applications as they relate to each 

component, 

 An outline of the challenges posed by the current operations, and  

 An exploration of the technical requirements for each component and the 

elements each covers. 

 The development of general roadmap indicators for determining maturity levels 

The framework accentuates that individual cities have to adopt a common vision, 

common guiding principles, a shared perspective on certain implementation approaches 

or factors, and develop mechanisms for information sharing that can assist in cost 

reduction and resource sharing on replicable smart city initiatives.  

As part of the framework, measures and indicators will be developed to serve as a 

determinant of maturity levels for implementing municipalities. Furthermore, in the field of 

normalization, in particular in the technological aspects, specific norms that take into 

account local dynamics and other international norms, best practices and rules, will be 

developed. Despite their success elsewhere, some cities may find it difficult to implement 

them due to their lack of technical knowledge. Consequently, more practical staff 

development (e.g. focused ICT staff training interventions or technical workshops hosted 

by leading municipalities with demonstrable best practices) is seen as a path for 

technological improvement among needy municipalities. 

  



SMART CITY MATURITY MODEL 
 

Overview of Capability Maturity Model (CMM) 
Although Capability Maturity Model (CMM) was created as a development model to 

objectively assess the capability of software development entities for public sector, it has 

gone on to become a widely used tool for both public and private sector and adapted 

for a wide range of business processes or capabilities. 

The standard model describes 5 aspects which are essential in determining the maturity 

of a business capability. 

 

 Maturity Levels: a 5-level process maturity continuum - where the uppermost (5th) 

level is a notional ideal state where processes would be systematically managed 

by a combination of process optimization and continuous process improvement.  

The levels are; 

 Level 1 – Non-Existent/Ad-hoc/Chaotic capability 

 Level 2 – Defined / Systematic capability 

 Level 3 – Purposeful / Repeatable capability 

 Level 4 – Managed / Operationalised / Capable 

 Level 5 – Optimised / Efficient capability 

 Key Process Areas: a Key Process Area identifies a cluster of related activities that, 

when performed together, achieve a set of goals considered important. 

 Goals: the goals of a key process area summarize the states that must exist for that 

key process area to have been implemented in an effective and lasting way. The 

extent to which the goals have been accomplished is an indicator of how much 

capability the organization has established at that maturity level. The goals signify 

the scope, boundaries, and intent of each key process area. 

 Common Features: common features include practices that implement and 

institutionalize a key process area. There are five types of common features: 

commitment to perform, ability to perform, activities performed, measurement 

and analysis, and verifying implementation. 

 Key Practices: The key practices describe the elements of infrastructure and 

practice that contribute most effectively to the implementation and 

institutionalization of the area. 



Adapting this generic definition of Capability Maturity Model for Smart City Maturity 

requires the identification of smart city focus areas that can then be defined in such a 

way that the institutionalisation of those focus areas determines the level of maturity a 

municipality has attained. 

The smart City concept is inherently an Enterprise in which employs smart elements to 

provide effective and efficient services. Borrowing from Enterprise Architecture the 

elements can be distilled across the Enterprise domains and broadly defined as; 

1. Business Architecture / Motivation / Strategic Intent / Mandate 

2. Information and Data Architecture  

3. Systems and Technologies Architecture 

The first can be further decomposed into elements that form the governance aspects of 

the entity such as people and business rules.  The current approach smart city capability 

maturity model is to define these as dimensions which can be assessed across municipal 

functions to determine maturity levels as shown in the diagram below.  There are 5 

dimensions identified namely; 

1. Strategic Intent 

2. Data and ICT 

3. Technology Innovations 

4. Service Delivery 

5. Citizen Engagement 

 

SALGA Smart City Capability Maturity Model 
 

The SALGA Smart Cities Development Framework is the resolution of the National 

Conference which was adopted in the proceedings of the conference in 2016 instructing 

SALGA to, “SALGA to design and develop a Smart and Digital Cities Development which 

serve as a Blueprint  for Modernisation of Municipal Functions” to quote the conference 

resolution. SALGA pursuant of this programme designed the Draft template to the 

framework and business case to inform the content and outcome of the Framework, 

which covered the issues of Smart Cities Development Drivers, Benefits of Smart Cities 

Development, and Characteristics of Smart and Sustainable Cities. The SALGA draft 

Framework further looked at the municipal functions to be considered as domain 

elements transpose against technological enablers and the transformed outputs resulting 

from the convergence. The business case on the other hand enunciated on the practical 

issues to be considered in the development of the Framework such as resource and 



expertises to undertake successfully such a momentous task. The maturity levels posited in 

both documents covered four level of maturity from 1 to 4, with 1 being the lowest and 4 

the highest, covering the following issues: 

 Maturity Level 1 – Sustainable Governance: wherein municipalities are able 

to meet their regulatory mandate employing technological platforms and 

services 

 Maturity Level 2 – Enhanced Service Delivery: wherein smart and digital 

technologies are used to modernise and transform the Municipal functions 

and operations to ensure efficiency, effectiveness, and situational 

awareness.  

 Maturity Level 3 – Municipal Data Intelligence: wherein municipalities are 

able to make decisions based on researched and analysed information 

regarding their environments from socio-economic and political 

perspectives.  

 Maturity Level 4 – Citizen Enablement: wherein communities are able to 

access whatever service they need from one of the online services offered 

by the municipality 

Although there is an apparent synergy between this model and the general CMM and 

Industry Smart City CMM, the levels are misaligned and there is no systematic approach 

on how the SALGA maturity model is calculated or derived. 

It is proposed that the SALGA Smart City Maturity Model be reviewed so as to align with 

best practices and enable systematic approach to derivation of the maturity level.  The 

proposed model should be structured as follows 

1. Key Process Areas – These should be municipal functions that should include core 

business, shared strategic and support functions   In the context of Smart City 

2. Common Features – These should be dimensions that the municipality and each 

Key Performance Area is measured against and should at the very least consist of  

a. (Smart) Strategic Intent and Mandate 

b. (Smart) Governance (including principles and standards) 

c. (Smart) Data   

d. (Smart) Technology and Innovation (includes application and 

infrastructure) 

e. (Smart) Service Delivery 

f. (Smart) Citizen and/or City-Wide Engagement - 

These features are the cog in assessing in the maturity level of the municipality.  The 

metrics for measurement can be linked and/or aligned to the maturity level scoring 

of 1 to 5.  The metrics proposed are outlined in the section unpacking these features 

further.   

3. Goals  

a. Smart Administration 

b. Smart Planning 

c. Smart Citizens 

d. Smart Services 

e. Smart People 

f. Smart Economy 



g. Smart Governance 

h. Smart Mobility 

i. Smart Environment 

j. Smart Living 

k. Smart Energy 

l. Smart Infrastructure 

m. Etc 

4. Key Practices – Practices will include the use of best practices such as policies, 

standards, methodologies, frameworks, strategies and how these are sustainably 

inculcated into municipal operations. This is for people, process and tools 

components of the municipality across its value chain and ecosystem.   

5. Levels – Below is a breakdown of the maturity levels expected in municipalities. 

  



Maturity Levels 
Level Description 

Level 1 – Non-Existent/Ad-

hoc/Chaotic 
 

In this level there are no discernible smart city 

features in a municipality.  There is no focused and 

municipal-wide strategy and planning for 

implementation of smart city capability.  Activities 

and products implemented and used by the 

municipality that resemble smart city features are 

ad-hoc, un-coordinated and exist in isolation. 

Level 2 – Defined / 

Systematic 
 

In this level municipality has a defined enterprise-

wide strategy to implement smart city capability. 

This is irrespective of the completeness of the 

strategy in covering comprehensive list of smart city 

dimensions, performance areas and goals.  The 

strategy includes practical and systematic 

implementation approach with multiple streams 

and implementation phases. An implementation 

programmes has been established, resourced and 

functional. 

Level 3 – Purposeful / 

Repeatable 
 

Armed with a clearly defined and implementable 

Smart City Strategy, in this level the municipality is 

purposefully implementing their smart city strategy 

as per their plan.  There is a city-wide smart-city 

implementation programme which successfully 

coordinates the implementation of smart city 

capabilities across people, process and 

tools/infrastructure.  The programme harnesses 

lessons learnt from previous implementation phases 

for improved results in subsequent phases. There are 

successful smart city capabilities the municipality 

can show case in at lead 2 key process areas.    

Level 4 – Managed / 

Operationalised / 

Capable 
 

In this level a municipality has implemented smart 

capabilities in varying degrees of success and 

efficiency across the municipal value chain in 

almost all smart city dimensions where applicable.  

In this level the municipality has achieved its smart 

city goals for smart administration, service delivery, 

governance, economy, environment, technologies 

and citizen engagement. 

Level 5 – Optimised / 

Efficient 
 

At this level the municipality is fully smart city and 

continuously improves and enhances its smart 

capabilities resulting in high efficiencies, productivity 

and citizen satisfaction levels.   

 

 

 

 



 

Maturity Dimensions Overview 
 

Strategic Intact 
To realise the vision of a smart city it is essential that municipalities commit to an intent 

whose achievement permeates the entire organisation and enjoys the support of all key 

municipal stakeholders.  

The strategic intent must offer a clear sense of direction, horizontally integrated across 

municipal functions and as well vertically personalised for each municipal function.  It must 

be a view of the future which all top and executive management of the municipality and 

political stakeholders envision and support.   

A Smart City strategic intent must offer a sense of digital discovery by emphasising its 

strategic nature and a competitively exclusive opinion of the future city. It must 

encourage all municipal stakeholders to continuously innovate by seeking new creative 

ideas that take the city into the fourth industrial revolution.   

The strategic intent must cover at the minimum; 

 A city-wide Smart City Vision and roadmap 

 An investment strategy which defines financing models and envisaged benefits 

 Governance Arrangement for effective implementation 

 Innovation Culture which delivers the Smart City 

 Smart technologies, applications and data  

 The new Business and Service Delivery Models that are based on smart use of data, 

applications and technologies  

 

Data and Information 
This dimension looks at a cities ability to use data and digital technologies to manage 

among others; 

 Urban traffic, minimising congestion and extreme potential such as grid-lock.   

 Efficiencies in energy utilization and distribution. 

 Proactive response to infrastructure challenges such water leaks. 

 Efficient allocation of municipal resources such as in health, safety and security, 

and other municipal services using real time information.  

 enhance public security and resilience 

This dimension assumes that the city has put in place the foundations for smart creation, 

storage, dissemination and use of data.  This includes cities implementation of data 

capabilities such as; 

 Data integration and Interoperability 

 Master Data Management 

 Data Analytics 

 Open data 

 Big Data 

 Data Governance 

 



Technology and Applications 
 

Technology and Application are pillars critical to deliver Smart City capability.  This requires 

that ICT architectures are designed to support each municipal functional area but also to 

support integrated service delivery.  

 

There are a wide variety of technologies essential to deliver smart cities. This includes 

among others foundational technologies and smart technologies such as; 

 Sensors 

 Metering devices 

 Actuators and Robots 

 Drones and Autonomous Vehicles 

 Mobile devices 

 System integrators 

 Wireless devices 

 3D Printing 

 Artificial Intelligence Application ( Visual and Image Analysis, Speech recognition 

and advanced decision making) 

 Virtual and Augmented Reality 

 etc 

 

City-Wide Engagement 
Smart Cities are not just about traffic, energy and waste water management among 

others.  How municipal services are experienced by citizens, businesses as well as 

municipal employees is key.  It is also not only about service delivery by delivery of 

information which enables smart citizens and businesses.   

 

 Citizen Service Delivery and Engagement 

 

The success of a smart city largely depends on the level of involvement of its 

citizens. Urbanization has resulted in more and more people moving to cities and 

increasing the demand for and on municipal infrastructure and services.  The 

demand is typically in areas such as housing, transport, basic services such as 

water, sanitation and electricity among others.   

 

In addition, maintenance of municipal infrastructure increases as more and more 

people utilize it.  This can impact citizen experience and it is essential that cities 

establish mechanism to be fully engaged with citizens, their needs and challenges 

thereby enhancing citizen smart experience. 

 

That’s why the best place to start a smart city project are the applications that 

residents find most useful. A smart city is a city where people behave smartly 

automatically as a result of the way the city is enabling access to services and 

communication information to citizens. 

 



Therefore this dimension looks at how a smart citizen engagement and experience 

is delivered using citizen facing applications and delivery of information to smart 

citizens’ application running on their mobiles and related smart devices.  

 

 Business Services and Engagement 

Business is the life blood of any thriving city.  The growth of the city is dependant on 

a vibrant economy.  The city needs to be able to offer business enabling services 

through smart application. These services can range from licensing of business 

operations, inspections and planning.  Inefficiencies in providing these services 

slows down business productivity and can make or break the economy of the city. 

 

It is not only the smart automation of services to business that delivers a smart city, 

but most importantly, like in citizen engagement, it is when the city is able to 

provide timely and useful information for business to plan, expand, innovate and 

manage their services in a way that augments and enhances the cities smart 

status. 

 

This dimension therefore measures both the applications and technologies 

available to business to access city services but also push application that deliver 

information to businesses to improve their operations.  

 

 Municipal Employee and Stakeholder Engagement.  

A happy employee is a productive employee.  Efficiency of municipality and its 

ability not only to deliver services but catapult the municipality into the promise of 

a smart city is dependent on an engaged employee. 

Smart technologies to service employee and stakeholders’ needs are a very 

important catalyst towards smart city realisation.  This includes smart capabilities 

for internal municipal administration and council operations. This dimension also 

covers smart automation and digitisation of processes supporting democracy and 

a thriving local government sphere. 

 

 

  



SALGA/SA SMART CITY FRAMEWORK 
 

A smart city framework must be defined through multiple layers of a municipal enterprise 

architecture.  It is recommended that the SALGA Smart City Framework be aligned to the 

Government Wide Enterprise Architecture (GWEA) Framework of the government of South 

Africa. All four domains GWEA can be further unpacked into multiple layers that define 

among other; 

 Business Domain – smart business capability layer, smart process layer, smart 

organisational layer, smart business service layer, etc. 

 Data Domain – Smart Data Integration Services layer, Smart Data Models, Master 

Data Layer, etc. 

 Application Domain – Smart applications layer, smart Micro-Services layer, etc. 

 Technology Domain – Smart Devices layer, Smart Infrastructure layer, Smart 

Platforms layer, Smart Integration technology layer, Smart Security Layer, etc. 

SALGA must develop a comprehensive Smart City Meta Model and Reference 

Architecture.  Below is a high-level view of the Smart City Meta Architecture.  In this section 

more attention will be placed on smart applications that enable the delivery of smart 

services and experience.  The smart technologies can belong to any of the smart 

dimension in the diagram following the Meta Architecture.  

  

Smart City Meta Model 
 

 
Source: ResearchGate 



Smart City Dimensions 

 

 

Smart Technologies 
 

Introduction 
Local government is the closest leg of government to the citizen of any country in the 

world. Therefore, it is expected that citizens are serviced by a local municipality that is 

resilient, inclusive and whose citizen enjoys high quality of life. A municipality that offers 

infrastructure and services that promotes economic development and growth, a city that 

also promote sustainability for its people and environment. 

 

The advent of rapidly changing technological advancement and emergence of the era 

of the Forth Industrial Revolution which is also referred to as Digital Revolution puts an 

added pressure to governments and public institutions to also respond with requisite 

technologies and advancement that are aimed at improving the lives of their people. In 

response to this digital revolution, cities around the world are embarking on the concept 

called Smart City (see Figure 1).  

 

Figure 1 
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The concept behind smart city means that the place at which there are many electronic 

devices that are used with one another in order to ensure the safety, efficient, reliable, 

predictable service delivery for the betterment of the citizens, improved quality of lives 

and to ensure that there is inclusivity in governance of these cities. At is known that the 

forth industrial is driven by certain technological advancement such as Robotics, Artificial 

Intelligence, Additives (3D printing), Big Data, Cyber Physics, Internet of Things, Sensors, 

etc. It is not a coincidence that technologies which are used in furthering the aspirations 

of the fully-fledged Smart City.  

 

With a help of technology, data is collected from the citizens, public systems and assets 

and  it then used to analyse and calculate variations and patterns in areas such as traffic 

management and transportation systems, power plants, water networks, waste 

management, urban planning public safety & policing, including in areas such libraries, 

health facilities. Technology is then applied to improve efficiencies, increase productivity, 

reduce costs, reduce down-time and hugely improve accuracy. 

 

Smart City develops a concept of getting the information merged together with the help 

of information and communication technology and even various different devices that 

work simultaneously through internet in order to increase efficiency of the city operations 

as well as to connect citizens with one another in order, through investments made by the 

City and various other stakeholders. 

 

Smart City technologies in easier sense grants access and allows the city officials to 

interact directly with the community as well as the infrastructure of the city in order to 

monitor productivity and their service response . 

 

There are many different terms used within the world for the smart cities like they are also 

similar concepts of the work e.g. digital city, knowledge-based city, cyber Ville and etc. 



There is a huge difference between a smart city and a regular one there could be many 

advancements within the city which are essential to the surroundings. The economic and 

environmental changes have generated a chain of changes within smart cities which 

could include climate changes, economic restructuring, rapidly changing business 

models as a result of technology and entertainment, ageing populations, unprecedented 

urban population growth, all these creates pressure on the public infrastructure and 

consequently  finances as well. 

 

The European Union has developed a plan and strategy to create its metropolitan cities 

as smart cities. Although they have developed a vast range of programmes for their digital 

transformation agenda to assist their cities and also attain uniformity.  Part of this ambitious 

programme is to improve safety of the citizens and public infrastructure as technology 

gets ubiquitous and easily available to anyone, it becomes more critical that those who 

may want to use it for terror and crime are also countered for safety of everyone in the 

cities and beyond. 

 

The “Europe’s Digital Agenda” is aimed at institutionalising excellence, agile and resilience 

cities that will move management of their cities to another level through the adoption of 

standard and similar technology framework.  Investment in innovation would enable them 

to surely move ahead and get more reliability and service their citizens and tourists more 

economically and efficiently.  

 

Smart technological cities concept has been implemented in cities around the world 

including in Singapore, Dubai, Milton Keynes, Boston, Southampton, Amsterdam, 

Barcelona, Madrid, Stockholm, Edmonton, New York, etc. All these cities have many things 

in common, most important one is that they have embraced automation and innovation 

for their people therefore information of the citizens is shared within the city and 

stakeholders so that they could generate programs that aimed at benefitting citizens 

without compromising their safety. 

 

In 2015 India’s Ministry of Urban Development embarked on an ambitious 5-year mission 

of creating 100 Smart Cities. The project was started with a seed capital of US$14 billion 

from their national department. 

 

Smart Technology Application across Municipal Functions 

Water Management 

Water use and management is one of the key determinants of sustainability for any city 

or community. It is crucial that water that is used for sanitation, agriculture and industrial 

production is managed and accounted for. To limit unnecessary water loses as a result of 

leaks, maintenance of bulk water supply, storage and spillages into streams and rivers that 

affects the ecosystem negatively. Accordingly, appropriate technology should be 

implemented to monitor, evaluate, analyse the use and consumption of this scarce 

resource. 



Water systems are often overlooked yet are critical components of energy management 

in smart cities, typically comprising 50 percent of a city's total energy spend. Energy is the 

largest controllable cost in water/wastewater operations yet optimizing treatment plants, 

and distribution networks has often been overlooked as a source of freeing up operating 

funds by cash-strapped municipalities. Once facilities are optimized and designed to 

gather meaningful and actionable data, municipal leaders can make better and faster 

decisions about their operations, which can result in up to 30 percent energy savings and 

up to 15 percent reduction of water losses. 

Water loss management is becoming increasingly important as supplies are stressed by 

population growth or water scarcity. Many regions are experiencing record droughts, and 

others are depleting aquifers faster than they are being replenished. Incorporating smart 

water technologies allows water providers to minimize non-revenue water (NRW) by 

finding leaks quickly and even predicatively using real-time SCADA data and comparing 

that to model network simulations. 

One of the biggest obstacles to any capital-intensive project is access to funding. As cities 

and municipalities look to achieve smarter water, there are a number of options available 

to help them get started. One very effective path is through leveraging energy-saving 

performance contracts (ESPCs). 

ESPCs are a form of a public-private partnership (PPP or P3), a financial model that 

capitalizes on the flexibility and resources of the private sector to pay for energy-saving 

capital upgrades using future energy savings. The initial investment is provided by the 

private financial community, and services are delivered by energy service companies 

(ESCOs). The financier is paid from the accrued energy savings, with the ESCO 

guaranteeing the savings amount. 

An ESPC starts with an energy audit. After identifying opportunities and quantifying the 

potential savings, the ESCO recommends any number of energy conservation measures, 

such as equipment retrofits, pumping optimization, demand monitoring and control, 

and/or load-shedding and cogeneration which will save energy through more efficient 

operations. 

Smart water supply 

One of the most important source of life is water, but unfortunately it fast becoming a 

scare resource around the world. Water loss created by leakages that can be avoided in 

the urban environment is one of the biggest problems. The challenge is not only economic 

but has dire consequences for the environment and the future of its people. It is there 

critical that innovation to deal with this aspect is heightened, and technological 

advancement are made to curb it. One of the technologies developed recently is a 

sensors technology.  

Therefore there are metric sensors that record the flow of the liquid and they are planted 

into the pipeline at regular intervals because of which if there is a leakage between any 

of the two sensors it can be recorded because the pressure and the flow of the liquid 

flowing would drop and then it would be easy to manage small portion of the pipeline 

and fix it easier and quicker. Sensus smart water is an example of this technology. It is 

characterized by Advanced metering technology and software are used as part of the 

communications system in many smart cities. Water utilities have the ability to account for 

all the water in the system and thus turning it into revenue through enhanced leak 

detection and unique data acquisition.  



 

Smart 

Technology  

Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Sensus smart 

water 

Advanced 

metering 

technology 

and software. 

Account for 

all water 

used and 

create 

revenue 

ICT, Smart 

Admin, 

Smart 

Environme

nt 

Communica

tion systems. 

Technology 

and 

Infrastructur

e  

Smart Water 

Managemen

t system 

(Intel-Iot) 

Management 

of water 

supply using 

sensors and 

software. 

Control 

water flow, 

cut water 

supply, 

monitor 

water usage 

and storage  

ICT, Smart 

Admin 

Intel-IoT, 

Software, 

Computer 

Technology 

 

Intel Edison 

Board 

Arduino 

Extension 

interfacing 

sensors 

Computer 

module used 

to manage 

the entire 

system 

ICT Sensors, 

Computers, 

Internet 

Technology 

Flow Meter 

Sensors 

Sensors used 

to evaluate 

water flow 

Remotely 

analyse the 

water flow 

ICT, Sensor, 

computers  

Technology 

Smart Water 

Relay 

Control water 

pump 

Allow or stop 

the flow of 

water at 

specific 

points 

ICT Sensors, 

Computers, 

Water Pump 

Infrastructur

e, 

Technology 

 

Waste Water Management 

Smart Sewer and Sanitation 

Municipalities, as the managers of wastewater treatment processes, are 

increasingly confronted with waste discharges of hazardous substances and 

chemicals into sewage water. Since the wastewater treatment plants (WWTPs) 

have not been designed to remove such (volumes) of hazardous waste from 

the stream, the result might be that it ends up in surface water and pollutes the 

receiving water system (a river or water streams). This concerns a wide 

spectrum of hazardous substances, such as acids, lye, and used motor oil, etc. 

To address these challenges, an advanced sensor system can be a solution. A 

sensor and monitoring system provides insight into the frequency, extent, and 

consequences of (direct) discharges into the sewer system. This project will test 

new sensors that can detect the presence of hazardous substances in real-



time. This will make it possible to limit the damage to the sewer system, 

environment and public health at an early stage – for example, by closing the 

WWTP’s main basins in time. 

The intended technology involves three elements: 

 placing (previously lab-tested) sensors, 

 sampling and analysis of sewage water using high-resolution mass 

spectrometry, and 

 advanced data processing techniques. 

 

Manhole covers 

These manholes have a box underneath that has a microprocessor and a 

radio and a battery, and they have a sensor. So these are intelligent manhole 

covers that are looking down in the sewer, and they're broadcasting every five 

minutes the data. 

That sensor helps city workers to better direct sewer water to specific pipes. 

These recognize which parts of town have - their pipes are sort of congested 

with water - there's too much water going through - and which parts of town 

perhaps have more capacity to allow more water to get to the treatment 

plant instead of overflowing into the river. 

Smart 

Technology  

Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Ultrasonic 

sensors 

Landscape 

sensors on 

local waste 

Garbage 

detection 

ICT, 

Smart 

Environment  

Sensors, GPS Sensors and 

networking 

layer 

Waste 

Collection 

Apps (My-

Waste) 

Local waste 

collection 

with waste 

and 

recycling 

information 

Garbage 

and waste 

collection 

ICT, 

Smart 

Environment 

Smart 

device, 

Internet 

Technology 

Infrastructur

e  

Rubicon 

Connet 

Smart solid 

waste 

Application 

for 

businesses. 

Provides 

service 

requests for 

solid waste 

pickups and 

payment  

ICT, 

Smart 

Environment, 

Smart 

Economy, 

Smart Citizen 

Smart 

Device, 

Internet, 

GPS,  

Technology 



 

A sensor and monitoring system provide insight into the frequency, 

extent, and consequences of (direct) discharges into the sewer system. This 

project will test new sensors that can detect the presence of hazardous 

substances in real-time. This will make it possible to limit the damage to the 

sewer system, environment and public health at an early stage – for example, 

by closing the WWTP’s main basins in time. 

The intended technology involves three elements: 

 placing (previously lab-tested) sensors, 

 sampling and analysis of sewage water using high-

resolution mass spectrometry, and 

 advanced data processing techniques. 

 Smart solid waste 

Safe, economic and environmentally friendly management of solid 

waste is a constant challenge for municipalities around that the world. Solid 

Waste requires a though planning, continuous evaluation of consumption and 

disposal through real-time data in order to facilitate efficient and responsive 

urban management. In the recent past, IoT has been used to provide solutions 

towards smarter waste management and better businesses. This technology 

utilizes ultra-sonic sensors that fit into the landscape and specifically detect 

waste level in the trash bins. This way the local government collects solid waste 

in an economic manner. 

 

 

Anaerobic 

Digestion 

Breakdown 

of 

biodegrada

ble material 

using 

microbes 

Industrial 

and 

domestic 

waste 

manageme

nt 

ICT, 

Smart 

Environment,  

Solid waste 

treatment 

Plants, 

Anaerobic 

Digester 

Infrastructur

e 

Refuse-

Derived Fuel 

Production 

of fuel from 

different 

forms of solid 

wastes  

Fuel that is a 
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municipal 
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(MSW) 

ICT, 

Smart 

Environment, 

Smart 

economy 

Refuse 

Derived fuel 

Plants 

Infrastructur

e 



 

 

Waste Management 

Some of these sensors go as far as identifying the air quality, and the 

information can be analyzed by government agencies for further action. This 

is the same case when it comes to activities such as garbage collection and 

disposal. Google is building a smart city in Toronto with collaborative efforts 

from Waterfront Toronto and Sidewalk Labs Inc (Oshin, 2017). In addition, 

freight robots autonomous vehicles will operate on the roads and underground 

tunnels. The city will be characterized by industrial robots that will pass through 

an underground tunnel network that will be used to manage trash and 

recyclables collection. Already the United States and Canada as some of the 

area where Smart Trash technologies are used. Smart trash is a team used to 

refer to a technology where A waste stream, through modern technology, has 

enough intelligence to identify itself, assist in sorting and recycling process. This 

way, it prevents the wrong stuff from finding its way into place where it can 

cause harm. 

Smart 

Technology  

Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Smart Trash Intelligent 

identificatio

n, sorting 

and 

recycling 

process. 

Prevent the 

wrong stuff 

from finding 

its way into 

areas where 

they can 

cause harm 

ICT, 

Smart 

Environment 

Artificial 

Intelligence  

Information 

Technology 



Waste 

Collection 

Apps (My-

Waste and 

Rubicon) 

Local waste 

collection 

with waste 

and 

recycling 

information 

Garbage 

and waste 

collection 

ICT, 

Smart 

Environment 

Smart 

device, 

Internet 

Technology 

Infrastructur

e  

IoT-Related 

Solutions 

Network of 

devices 

connecting 

trash bins 

and smart 

devices 

Offer 

communicat

ion solutions 

between the 

trash bins, 

the citizens, 

and the 

garbage 

collection 

agencies 

ICT, 

Smart 

Environment 

Internet, 

Electronics, 

Software, 

Smart 

Devices, 

Computers 

Technology, 

Infrastructur

e  

Fill-Sensors Capacitive 

fill-level 

sensor for 

soiled media 

Sends real-

time data to 

city cleaning 

agencies 

ICT, 

Smart 

Environment 

Sensors, 

Monitors, 

Smart 

Devices, 

Computers, 

Internet 

Technology, 

Infrastructur

e 

Ultrasonic 

fill-level 

Sensor 

Wireless 

ultrasonic fill-

level sensor  

Secures 

monitors in 

containers 

and sends 

real-time 

data to city 

cleaning 

agencies 

ICT, 

Data, Smart 

Environment 

Sensors, 

Monitors, 

Smart 

Devices, 

Computers, 

Internet 

Technology, 

Infrastructur

e 

 

Energy 

Smart cities are different from the normal cities because ordinary 

everyday things in the city such as the building, trees, cars, trash cans, street 

lights, and more are incorporated into the internet of things which opens up a 

vast array of possibilities. For example lampposts initially used regular bulbs to 

light our roads and compounds. However, with the integration of technology 

smart lampposts use LED light bulbs that help conserve energy (Bismart, 2009). 

Also, these smart lampposts have sensors that help them detect the number of 

people in the streets to either increase or dim the lighting. Also, some of these 

smart cities such as the Dutch city of Eindhoven, have technologies that help 

utilize city resources when required. For example, the city has street lights that 

turn on and off depending on how the traffic movement on the streets or how 

busy the roads are (Oshin 2017). Also some cities have adopted the smart grid 



system which is a management systems that help in the energy transition to a 

more efficient, open, and cooperative electricity supply system. 

Smart 

Technology  

Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architectur

e Layer 

Smart Grid Manageme

nt systems for 

electricity 

supply 

system 

Efficient 

energy 

transmission 

ICT, 

Smart 

Energy, 

Smart 

Economy 

Controls, 

computers, 

and 

automation 

New 

technologi

es and 

equipment 

Rooftop wind 

power 

systems for 

municipal 

offices 

Electricity 

generation  

Green 

energy 

production 

and cost 

effectivenes

s. 

ICT, 

Smart Energy 

Aesthetic 

wind 

turbines, 

transmitters 

and storage 

facilities 

Clean 

energy 

technolog

y 

Rooftop/Par

king Solar PV 

system 

Electricity 

generation  

Green 

energy 

production 

and cost 

effectivenes

s. 

ICT, 

Smart Energy 

Solar panels, 

transmitters 

and storage 

facilities 

Clean 

energy 

technolog

y 

Demand-

side 

Response 

Chips 

installed in 

retail fridges  

Assess when 

energy 

demand is 

high and 

organize for 

the fridge to 

switch off 

ICT, 

Smart 

Energy, 

Smart Citizen 

Chips, 

Internet, 

sensors 

Technolog

y 

Smart Meters Monitoring 

energy 

usage in real 

time 

Allow power 

suppliers to 

offer tarrifs 

that help 

consumers 

manage 

energy 

usage 

ICT, 

Smart 

Energy, 

Smart Citizen 

Monitors, 

Meters, 

Internet, 

Smart 

Devices 

Technolog

y 

 

 

 

 



 

Transportation and Traffic Management 

Smart cities are also designed to be environmentally friendly. 

Urbanization and industrializations have seen an increase in environmental 

pollution whose effects are felt in the climate changes been witnessed. 

Therefore, smart-cities developers are focusing on coming up with cities that 

are sustainable by focusing on improving the relationship between the 

environment and the cities as a way of ending pollution. Smart cities are 

designed to be self-sustaining. Local governments track data that help them 

come up with energy-efficient policies as well as identifying the areas that 

require improvement. Such policies, for example, include the introduction of 

parking sensors in the various parking spaces within the smart cities. Initially, 

people would travel in circles within the city looking for parking spaces. This not 

only raises the pollution levels but it also increases the amount of time spent 

looking for a parking space. However, modern and advanced sensors in the 

parking spaces help show the available areas that direct drivers towards them.  

This technology has also been incorporated in the traffic light system 

whereby priority is provided to roads with less traffic. Smart cities have 

managed to save billions by avoiding problems often caused by the urban 

transport system. Technologies such as energy-efficient IoT systems helps to 

provide solutions to areas prone to bottlenecks by using street sensors, 

cameras, traffic light coordinating systems and GPS which ensure the 

continuous flow of traffic. These technologies are energy saving and thus 

environmentally friendly. Many of these technologies are part of the Intelligent 

Transport system which is a modern system that is aimed at providing 

innovative services relating to different models of transport and traffic 

management. 



Smart 

Technology  

Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Intelligent 

Transport 

System 

An 

advanced 

application 

in transport 

and traffic 

manageme

nt. 

Innovative 

services 

relating to 

different 

models of 

transport 

and traffic 

manageme

nt. 

ICT, Smart 

Transport, 

Smart 

Economy. 

Internet, 

GPS, GSM, 

Broadband 

IoT system 

Smart Traffic 

Lights 

Vehicle 

traffic 

control 

sytem 

Intelligent 

routing of 

vehicle and 

pedestrian 

traffic  

ICT, Smart 

Transport, 

Smart 

Economy. 

Sensors, GPS, 

Artificial 

Intelligence 

Technology 

Street Bump Application 

allowing 

drivers to 

report raod 

hazards  

Application 

automaticall

y reports 

bumps using 

GPS 

ICT, Smart 

Transport, 

Smart 

Economy. 

Internet, 

smartphone, 

AI, GPS  

Technology 

infrastructur

e  

WAZE Application 

that is 

community 

based that 

helps 

improve 

driving 

efficiency 

and reduce 

traffic. 

Application 

that relies on 

real-time 

community 

feedback 

and allow for 

traffic alerts 

and reports. 

ICT, Smart 

Transport, 

Smart 

Economy. 

Smart Citizen 

Internet, 

Smartphone, 

GPS 

Technology 

Mobile 

Applications  

Accumulate 

data of 

parking 

systems 

Provide 

suggestions 

for available 

parking 

spaces  

Data, ICT, 

Service 

Delivery, 

Smart 

Citizen, 

Smart  

Transport  

Internet, 

Smartphone, 

GPS 

Technology 

 



 

 

Roads and Storm Water Management 

Smart water systems and technologies are based on holistic approaches 

that are aimed at managing water delivery, treatment, and sourcing. 

Governments are turning to internet-enabled tools and data availability to 

ensure that smart water systems are a success. These networks communicate 

with each other in the measurement if vital indexes like groundwater supply 

and reservoir and triage of infrastructure updates. Besides, the data will 

improve efficiencies across water-related factors. Some Water World Cities 

have predictive capabilities of flood prediction and mapping by looking at 

historical flood data connected to real-time and precipitation data and 

predicted weather patterns (Taddune, 2018). 

Smart cities can recognize anomalies in consumption patterns for both 

the end users and utilities and can, therefore, optimize and eliminate water 

waste and the cost of delivery. In many cases, the high-energy demand of 

many water treatment and delivery systems are underestimated and thus, by 

improving operational efficiency with the help of actionable data helps to 

reduce greenhouse gas emissions and cut on various costs simultaneously.  

Global water demand is on the rise and so is climate change. These 

changes have often raised questions regarding the future of water security 

and especially in our cities. It is, therefore, important that cities begin to 

embrace water conservation and prevent resource losses. For this reason, 

smart cities are working on networks of water treatment plans that 

communicate in real time as a system of checks and balances to prevent or 

mitigate damages to various water sources (Taddune, 2018). Smart solutions 

that are sometimes considered costly go a long way in the conservation of 

water resources. As such, local governments need to engage the private and 

public sector for investment actively. The investment will be channeled 

towards software development and smart sensors that take readings. There is 

a need to invest in smart infrastructure if smart cities are to sustain the 

increasing population density. Luckily it is estimated that the cost of such 



technologies will decline rapidly shortly making them more powerful and 

feasible. Failure to embrace smarter and more efficient cities will eventually 

lead to an overload of people and a collapse of the cities.  

In Kuala Lumpur, Malaysia, the government has adopted a system 

known as SMART (Stormwater Management and Road Tunnel). The project is 

characterized by the most technologically advanced tunnel in the country. Is 

purpose is solving the problem of flash flooding and reduce traffic jams during 

the rush hours. It has been proven to be sustainable especially for light vehicle. 

There is also a storage reservoir and a twin box culvert to divert floodwater. 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

SMART Storm water 

Manageme

nt and Road 

Tunnel.  

Control flash 

flooding 

Reduce 

traffic jams 

Store storm 

water 

ICT, Smart 

Environment 

Modern and 

Smart 

Drainage 

system 

Sustainable 

technology 

and 

landscape 

architecture 

Sanitary 

Sewer 

Overflows 

Vast system 

of sanitary 

sewers and 

stormwater 

drains. 

Properly 

convey 

sanitary 

flows  

ICT, Smart 

Environment 

GPS and 

maps 

Infrastructur

e and 

Technology 

“Smart” 

Storm water 

Manageme

nt Solution  

Manage 

stormwater 

and 

implement 

stomwater 

infrastucture  

Moving 

storm water 

away from 

the city and 

save lives  

ICT, Smart 

Environment 

Level 

Sensors, 

Cloud 

Platform, 

Computers 

Infrastructur

e and 

Technology 

Data-Driven 

Urban Water 

Manageme

nt 

Collecting 

and Utilizing 

Large 

Amounts of 

Data in UWM 

Addressing 

challenges 

such as 

better rain-

data 

manageme

nt, sewer 

network 

operation 

and 

manageme

nt, and 

drinking 

water 

Data, ICT, 

Smart 

Environment 

Computers, 

Sensors, 

Cloud 

Platform, 

Computers 

Infrastructur

e and 

Technology 



Green Storm 

water 

Infrastructur

e 

Manage wet 

weather 

impacts 

Reduces 

and treats 

storm water 

and its 

sources 

ICT, Smart 

Environment 

Green 

Infrastructur

e 

Green 

Infrastructur

e 

 

 

 

                                        Success of Kuala Lumpur’s dual purpose tunnel 

              

Disaster and Emergency Management 

Urban and modern cities have been faced with the challenge of 

increased crime and act of terror on its citizens. However, smart cities, with the 

help of smart technology are coming up with ways to help fight crime and 

terrorism. In the recent past, various security agencies have worked on 

improving innovative approaches to preventing crime and coming up with 

counter-terrorism measures. One of the most prosperous areas has been in 



intelligence gathering, developing security policies and conducting digital 

community outreach programs, and investing in new technologies that will 

enhance smart cities’ safety. Such measures are referred to as agile security 

(Muggah, 2018). The approach is data-driven and problem-oriented which 

increased the rate at which decision-making is performed. The plan has also 

helped in the designing of an environment that limits insecurity.  

The agile security measures are specific measures deployed by smart 

cities that begin with the premise that most crimes and terror-related activities 

are not random and can be predicted. In the recent past, there has been a 

tremendous increase in computing power and development in Artificial 

Intelligence which has made possible to sift through a large amount of data 

connected to terrorism and crime and thus identifying possible causes and 

correlations. The entire process of agile security is facilitated by the harnessing 

and processing of data flows.  

Agile security is vital because it helps predict crime before it happens. It 

is also connected to the city and urban infrastructure where civic groups, 

private firms, and city authorities have access to data in real-time such as 

CCTV, gunshot-detection systems, and smart lights that help detect crime 

before it occurs. Also, smart cities have connected crime prevention tools to 

the cloud which is fed with this information using deep neural networks. In smart 

cities, public authorities can efficiently run facial recognition software, read 

license plates, map terrorist and crime networks as well as detect suspicious 

anomalies. With the help of Artificial Intelligence, some of these technologies 

can process data themselves and thus speed up the rate at which terrorist 

prevention and crime-fighting measures can be deployed.  
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Agile 

Security 

Technology 

A 

Technologic

al approach 

based on the 

premise that 

most crimes 

and terror-

related 

activities are 

not random 

and can be 

predicted 

Prevent 

crimes and 

terror-

related 

activities. 

Data, ICT, 

Smart 

Policing 

CCTVs, 

Computers, 

Artificial 

Intelligence 

Technology 



Facial 

Recognision  

Identification 

of individuals 

Identify 

criminals 

and terror 

suspects  

Data, ICT, 

Smart 

Policing 

CCTVs, 

Street 

Camera, 

Artificial 

Intelligence, 

Computers 

Technology 

CCTV 

Surveillance 

Identification 

of individuals 

Unusual 

activity 

indentificatio

n 

Identify 

individuals 

or activities 

that are 

abnormal 

and pose a 

security 

threat 

Data, ICT, 

Smart 

Policing 

CCTVs, 

Street 

Camera, 

Artificial 

Intelligence, 

Computers 

Technology 

Smart Card 

Reader (RFID 

reader) 

Device used 

to gather 

infromation 

from an RFID 

tag  

Track 

individual 

objects 

using radio 

waves 

Data, ICT, 

Smart 

Policing 

Radio 

frequency 

monitors, 

Computers, 

Internet 

Technology 

Biometric 

Sensors 

Transducers 

that change 

biometric 

trats of 

individuals 

into electric 

signals 

Identify 

Specific 

individuals 

Data, ICT, 

Smart 

Policing 

Machine 

learning, 

WiFi, 

Internet,  

Technology 

 

  



CCTV 

Policing 

Local governments track data that help them come up with energy-

efficient policies as well as identifying the areas that require improvement. 

Such policies, for example, include the introduction of parking sensors in the 

various parking spaces within the smart cities. Sidewalk Toronto is an example 

of how emerging technologies can be used in smart cities to make city life 

more affordable and more sustainable. The smart city uses information 

technology to guide most if not all city operations. Also, the project hopes to 

provide a solution to policy problems surrounding privacy and governance. 

Other existing technologies include technologies such as Body Camera 

Technologies and dash cams that are used in Smart Policing and decision 

making. 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

CCTV 

surveillance 

Identificatio

n of 

individuals 

and 

activities 

Used to assist 

in identifying 

suspects at 

the scene of 

crime 

Data, ICT, 

Smart 

Policing 

CCTVs, 

network 

system 

Technology 

Facial 

Recognition 

Technology 

Identificatio

n of 

individuals 

Used of 

investigation

s, missing 

people, pre-

crime 

programmes

, etc. 

Data, ICT, 

Smart 

Policing 

CCTVs, 

network 

system 

Technology 

Body 

Cameras for 

Metro Police 

Recording 

event during 

a crime 

Provide 

evidence 

and pre-

crime 

programmes

, court 

processes. 

Data, ICT, 

Smart 

Policing 

Body 

Camera 

Technology 

Dash 

Cameras for 

Metro Police 

vehicles 

Recording 

event during 

a crime 

Provide 

evidence 

and 

promote 

responsible 

policing  

Data, ICT, 

Smart 

Policing 

Dash 

Camera 

Technology 



Gunshot 

Detector/ 

Sensors 

Identify and 

Convey the 

location of 

gunfire 

Identify the 

source of 

gunfire 

ICT, Smart 

Policing 

Sensors, GPS Technology 

Drone 

Surveillance 

Risk-free 

aerial 

surveillance 

and 

observation  

Advanced 

aerial 

surveillance 

and 

monitoring 

Data, ICT, 

Smart 

Policing 

Live-feed 

video 

camera, 

sensors, GPS, 

radar, and 

infrared 

cameras 

Technology 

Biometrics 

and DNA 

registrations 

System for 

offenders 

Forensic 

identificatio

n 

Accurate 

and efficient 

individual 

identificatio

n 

Data, ICT, 

Smart 

Policing 

Biometric 

technology 

Forensic 

science 

technology  

  

Gunfire locator 

 



 

Drone Surveillance 

Billing and Finance 

The new smart city in Toronto will be used to demonstrate how data-

driven technology can be used to improve city life. This project is estimated to 

cost 50 million dollars and will take place in 12-acres of land in Quayside district. 

In the coming years, businesses and societies will require smart cities to survive. 

It is evident that the use of technology by smart cities can help improve and 

transform the lives of their citizens and the environment.  Therefore, cities need 

to invest in innovative technologies that involve both the public and private 

sector for sustainable and transformational growth. Innovation and the internet 

of things power smart cities. These factors help improve the quality of life, 

increase business competitiveness and facilitate environmental sustainability.  

As more and more stakeholders get on board technological investments 

for the purposes of financing smart city projects, there is need for smart 

technologies to monitor and manage the financial records. One such 

technology is Russia’s Centre of Financial Technologies. The software company 

provide a National Bill consolidation system: collection and processing of 

utilities and other mass payments. 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Center of 

Financial 

Technologie

s 

Software 

company 

that 

provides a 

National Bill 

consolidatio

n system:  

Collection 

and 

processing 

of utilities 

and other 

mass 

payments. 

Data, ICT, 

Smart Billing 

Computer, 

Artificial 

Intelligence 

Technology 



Finance and 

Accounting 

Software 

(Financial 

Manageme

nt Apps) 

Software 

that helps in 

bill pay and 

invoicing, 

tax and cash 

manageme

nt 

Software 

that 

intergrates 

an 

individuals 

financial 

information 

and help in 

financial 

magement 

ICT Smart 

device, 

computer, 

Artificial 

intelligence  

and 

machine 

learning 

Technology 

Health and Social 

Technologies in the smart cities are also responsible for monitoring the air 

quality, sound levels, traffic, and temperature. This is with the aid of cameras 

and sensors. In addition to tracking all these parameters, the same sensors can 

be used as fitness trackers for the city by identifying at the early stages for they 

become a burden in the future. This particular smart city plans to ban private 

cars to provide more room for more pedestrians, and therefore, the streets will 

be narrow. In other places, smart home technologies are been embraced as 

an intervention for people with physical disability cognitive impairment or 

learning disability who are living at home. 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Telemonitori

ng 

Monitoring 

patients 

Remote 

monitoring 

of patients 

with kidney 

failure  

ICT, Smart 

Health 

Sensors, 

computer 

Medical 

technology 

RFID 

Technology 

Live medical 

monitoring  

Chain 

tracking, 

tracking 

radiotherap

y patients, 

hospital 

equipment 

and staff 

ICT, Smart 

Health 

Sensors, GPS, 

Computers 

Medical 

Technology 

Telehealth Technology 

used to 

store, share 

or analyse 

health 

information 

Improve 

interactions 

between 

health 

providers 

and patients 

ICT, Smart 

Health 

Software, 

Hardware, 

Internet, 

Cloud 

Services 

Technology 



Da Vinci 

Surgica 

System 

Robotic 

surgical 

system 

Facilitate 

complex 

surgery using 

minimally 

invasive 

approach 

 Robotics,  Technology 

Telestroke An 

approach to 

treat 

vascular 

strokes 

Allow 

neurologist 

to provide 

remote 

treatment 

for stroke 

victims 

ICT, Smart 

Health 

Internet, 

Videoconfer

encing, 

computer, 

smart device 

Technology 

 

VisioDialyse 

Human Settlement 

It is estimated that by 20150 the world’s population will be 9.8 billion 

people which mean that there will be a population surge in the urban hubs. 

Also, many people are also likely to migrate from rural areas and into urban 

areas in search of economic opportunities. This means that the number of 

people in the cities will increase tremendously and hence stress the already-

struggling energy, transport and water treatment and distribution networks that 

exist. To support the increasing number of people in our cities, there is a need 

for significant improvements in infrastructure and establishment of smart cities. 

Smart cities have six main components that include; public service and 

integration, buildings, mobility, energy and smart water (Taddune, 2018). These 

efforts are aimed at making the cities more efficient and sustainable to 

improve the life of their citizens even as the population density increases. 

Smart cities also offer solutions and therefore allow for a sustainable 

future. With advanced technology, services such as the transport system are 

highly improved, and social transformation is embraced. This definition 



describes Smart Settlement and Urbanization programs. Research indicated 

that in the near future, there is going to be an increase in population and 

migration. The only way out cities can manage healthcare challenges, and 

resource depletion is by becoming smarter (Ismail, 2018). Cities such as 

Singapore have managed to incorporate the use of technology, especially in 

urban planning. Such cities have managed to bring all stakeholders together 

in order to enable better quality for the lives of its citizens through world-class 

connectivity and compelling technologies to make everyday lives more 

convenient and smoother (Ismail, 2018). There is also a need for a smart 

ecosystem that will help conserve the environment.   
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Energy 

efficient 

buildings  

Heating and 

ventilation 

technologies 

To make 

efficient use 

of resources 

such as 

water and 

electricity 

ICT, Smart 

Housing 

Heat pumps, 

sky lights, 

solar 

photovoltaic 

(PV), Energy 

recovery 

ventilation 

system, LED  

Infrastructur

e 

STI4SHS 

system 

Science 

Technology 

and 

Innovation 

for 

Sustainable 

Human 

Settlement 

Unlock the 

potential 

cities’ 

human 

settlements 

for decent 

standards of 

living  

ICT, Smart 

Housing 

Science, 

Technology, 

Innovation 

Technology 

and 

Innovative 

Infrastructur

e 

Intelligent 

Buildings 

Intelligent 

Buildings for 

sustainable 

human 

settlement 

Advanced 

technologies 

used to 

develop 

high-

performing 

buildings 

ICT, Smart 

Housing 

Smart 

Sensors, 

Smart 

Material, 

and Smart 

Meters 

Technology 

and 

Infrastructur

e 

Smart Green 

Buildings 

A series of 

smart and 

intelligent 

buildings 

New energy 

ecosystem 

that 

connects 

smart green 

buildings to 

a smart grid 

that 

optimizes 

ICT, Smart 

Energy, 

Smart 

Environment 

Smart 

Buildings, 

Smart Grid, 

Connectivity 

Technology 

and 

Infrastructur

e  



energy 

usage 

 

Environment 

Smart cities have also embrace bike-sharing in the public sector as a 

way of reducing emissions by private cars. Ride-sharing encourages less 

pollution which has been determined to kill more people than malaria and 

AIDS combined (Oshin, 2017). Services such as Uber and Hailo are increasingly 

embraced in many smart cities where people use their smartphones to order 

for cabs. Such services are of great convenience to many consumers because 

it is innovative and on-demand. With the addition of other services like 

rideshare where people get to find carpooling partners for trips, the number of 

private cars going into the city is reduced, and the ride is cheaper as 

compared to using one’s vehicle or riding alone (Andrew, 2014). In such cities, 

there is less need for fuel and thus fewer emissions. 

Smart Ecosystems are characterized by a “physical world that is richly 

and invisibly interwoven with sensors, actuators, displays, and computational 

elements, embedded seamlessly in the everyday objects of our lives, and 

connected through a continuous network,”  (Ikangai, 2017). 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler Class 

Architecture 

Layer 

Smart 

Environment 

(Smart 

Ecosytems) 

A physical 

world that is 

richly and 

invisibly 

interwoven 

with sensors, 

actuators, 

displays, and 

computatio

nal 

elements, 

embedded 

seamlessly in 

the 

everyday 

objects of 

our lives, and 

connected 

through a 

continuous 

network 

Conserving 

the natural 

resources 

and 

environment  

ICT, Smart 

Environment 

sensors, 

actuators, 

displays, and 

computation

al elements 

Green 

technology 



(Ikangai, 

2017). 

 

Smart Green 

Buildings 

A series of 

smart and 

intelligent 

buildings 

New energy 

ecosystem 

that 

connects 

smart green 

buildings to 

a smart grid 

that 

optimizes 

energy 

usage 

ICT, Smart 

Environment 

Smart 

Buildings, 

Smart Grid, 

Connectivity 

Technology 

and 

Infrastructur

e  

Smart and 

Electronic 

Devices 

Devices 

used for 

communicat

ion in the 

place of 

paper. 

People use 

less paper 

obtained 

from plants 

which 

reduces 

paper 

pollution 

ICT, Smart 

Environment 

Computers, 

Smartphones

, cloud 

storage 

Technology 

Environment 

Monitoring 

technologies 

(Drones) 

Technologie

s that ensure 

that 

environment

al laws and 

regulations 

are being 

followed. 

Conservativ

es are using 

drones to 

keep an eye 

on the 

environment

.  

ICT, Smart 

Environment 

Drones Technology 

Geo-Spatial 

Measureme

nt 

Technologie

s 

Air-Pollution 

systems used 

to detect 

increased air 

pollution 

levels. 

Testing the 

air around 

the smart 

cities and 

detecting 

pollution 

followed by 

implementat

ion of 

environment

al 

regulations. 

ICT, Smart 

Environment 

GPS, Satellite  Technology 

Electric Cars Cars that use 

electricity in 

the place of 

fossil fuels 

Vehicles that 

are 

environment

ally 

sustainable 

ICT, Smart 

Environment 

AI, Machine 

Learning, 

Internet, GPS 

Technology 



 

Economic 

Cost management has also been a critical area where smart cities plan 

to improve on. For a long time, cities have lost a lot concerning revenue 

because of poor planning or budgeting that is not well informed. However, 

smart cities provide city administrations and governments with data and 

information that help them allocate budgets to specific city needs. Smart cities 

have technologies that also help prevent unnecessary spending. In places like 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Information 

and 

Communicati

on technology  

Economic 

growth 

through 

advanceme

nt in key 

technologic

al areas 

Economic 

Developmen

t 

ICT ICT, 

Computers, 

Artificial 

Intelligence 

Technology 

and 

Economic 

Infrastructur

e 

Cloud Storage 

Services 

Economic 

Data is 

stored in the 

cloud 

The data is 

made 

available to 

the city 

budgeting 

agencies 

and the 

general 

public 

ICT Computer, 

Internet, 

Cloud 

Storage 

Platforms 

Technology 

Electric Cars Services 

offered by 

ridesharing 

companies 

ensure less 

cars on the 

streets 

Dropping 

prices of 

electric cars 

makes them 

more 

sustainable 

and 

economic 

ICT AI, GPS, 

Internet, 

Machine 

Learning 

Technology 

Smart and 

Intelligent 

Homes 

New 

technology 

that help 

utilize 

energy. 

Homes that 

are 

economic 

because 

they use less 

energy 

ICT Smart 

thermostats, 

motion-

activated 

lighting 

Infrastructur

e, 

Technology 

LED Street 

lights 

Lightbulbs 

that 

conserve 

energy and 

save on 

electric bills 

Smart bulbs 

that turn on 

and off when 

necessary 

ICT, Smart 

Environme

nt 

Smart Bulbs, 

Sensors, 

Internet,  

Infrastructur

e, 

Technology 



California, the city’s administration has optimal technologies that help reduce 

the amount of water consumed by city dwellers up to 20%.  

Smart cities have technologies that enable the authorities to pinpoint 

where real issues arise from by using readily available data unlike when they 

were unsure of the real problem affecting the city and ended up misdirecting 

resources. Such educated guesses are some of the reasons why many normal 

cities take a long time to develop. However, with the help of smart city 

technologies, the government can make accurate budgetary decisions 

based on actual needs. Therefore, smart cities are characterized by heavy 

investments in technology. 

  

City Planning and Development 

In the past, urban developers alone were responsible for the 

development and planning of cities. However, with technology, citizens can 

also take part in the development of smart cities. Citizens have also become 

an integral part in the development of modern and intelligent cities and how 

they work. This is one of the main differences between normal and smart cities. 

Their participation also provides a wide range of ideas that help in the growth 

of smart cities. This, therefore, means that smart cities are adaptable to the 

needs of their citizens. Also, their growth and development changes with their 

citizens. This factor helps the local governments tackle all existing and 

emerging issues such as pollution and structural integrity.  

Like any other urban area in the world that attracts a large number of 

people, transport is an essential section in urban development. Smart cities 

have put this factor into consideration and have, therefore, come up with 

solutions towards providing a streamlined transport system. Initially, city dweller 

using public transport such as buses had to wait for a long time for the next bus 

without any idea of when the next bus will show up. However, smart cities use 

various technologies to determine the route and the arrival times. With the help 

of various smart devices applications and the GPS tracking system, individuals 

are aware of how far the bus is and the route the bus is on in real time. This 

system helps many citizens plan their schedules and thus save on time. In 

addition, the bus routes are optimally scheduled with the help of data about 

the behaviour of public transport users. Intelligent City Bots have been 

developed to guide people on specific transport systems within the smart 

cities. 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 



Intelligent 

City Bots 

Autonomous 

guides (bots) 

in the form of 

smart 

applications 

that offer 

smart 

solutions 

  

Guide 

people on 

specific 

transport 

systems 

within the 

smart cities. 

ICT GSM, GPS, 

Internet, 

Broadband, 

IoT 

Technology 

and 

Infrastructur

e  

Intelligent 

Buildings 

Intelligent 

Buildings for 

sustainable 

urban 

developmen

t 

Advanced 

technologies 

used to 

develop 

high-

performing 

buildings in 

the cities 

ICT Smart 

Sensors, 

Smart 

Material, 

and Smart 

Meters 

Technology 

and 

Infrastructur

e 

Cemetery 

and 

Crematoriu

m Software 

Microsoft 

SQL 

database 

platform 

and a 

mobile app 

for funeral 

directors 

Provides 

information 

sheet on the 

Cemeteries 

module 

ICT, Smart 

Administratio

n 

Computer, 

internet 

Technology  

Smart Green 

Buildings 

A series of 

smart and 

intelligent 

buildings 

aimed at 

developing 

cities 

New energy 

ecosystem 

that 

connects 

smart green 

buildings to 

a smart grid 

that 

optimizes 

energy 

usage 

ICT, Smart 

Environment 

Smart 

Buildings, 

Smart Grid, 

Connectivity 

Technology 

and 

Infrastructur

e  

Renewable 

Energies and 

Technologie

s 

Sustainable 

renewable 

energy used 

to run cities 

For smart 

cities to 

develop 

they require 

constant 

and 

sustainable 

energy 

sources on a 

broad scale 

ICT, Smart 

Energy 

Wind 

turbines, 

Solar 

systems, 

Biomass 

Infrastructur

e 

Technology 
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Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Green 

communicat

ion 

Reduction in 

power 

consumption 

thus energy 

saving, 

lowering 

operation 

costs for 

organizations

, speed and 

energy 

monitoring. 

Efficient 

and 

affordable 

communica

tion. 

ICT, Smart 

Energy 

LTE, Wi-Fi, 

Broadband, 

WLAN 

Infrastructure 

Cloud 

computing 

Resource 

sharing, 

Increased 

data storage, 

flexibility. 

Promoting 

data and 

resources 

availability. 

ICT Software as 

a Service 

(SaaS), 

Platform as a 

Service 

(PaaS), 

Infrastructure 

as a Service 

(Iaas). 

Technology, 

Infrastructure

. 

Free Wi-Fi  Increase 

data transfer 

rate among 

city 

residence. 

Encourage 

the transfer 

of 

information 

from one 

individual to 

the other in 

the 

absence of 

personal 

data 

ICT Internet, Wi-

Fi, Smart 

device, 

computer 

 

Technology 

Infrastructure 

 

City Wide 

Telephony 

Aggregate of 

world’s 

circuit-

switched 

telephone 

network that 

operate 

within the 

smart city 

Ease 

communica

tion within 

the city. 

ICT Telephone 

lines, Fiber 

optic cable, 

Cellular 

networks 

Telecommu

nication 

Infrastructure  

Digital 

Media 

Platforms that 

are used by 

city 

residence to 

communicat

e with each 

other and the 

government  

Smart Cities 

have digital 

media 

platforms 

where the 

residents 

can report 

incidences 

ICT, Data, 

Smart Citizen 

Cellular 

Network, Wi-

Fi, Smart 

devices, 

Internet 

Technology 



 

Communication 

An increase in the number of electronic devices in the 21 century has 

provided a platform for the collection of data that ensures for reliable, efficient, 

and predictable service delivery to the citizens. This helps the city governments 

to provide quality services to their citizens and thus improving the quality of 

their lives in the process. The technologies developed are aimed at merging 

the information and data gathered from the various information and 

communication devices that work through the internet to increase and 

improve the efficiency of smart city operations. Also, citizens are connected to 

each other, and therefore, all stakeholders can take part in the development 

of smart cities. Smart City technologies allow for easy communication between 

government agencies and the community which help them to monitor growth, 

productivity, areas of strength as well as those that require improvement.  

Citizens can make their cities a better place while on the go. They can 

provide solutions to problems that effect in a manner that is quick, flexible and 

reliable. Open data is a platform that provides the citizens with all the 

necessary data about their city. The data is collected from various avenues 

and then stored in an open web source that is not only accessible to the 

citizens but to developers and innovators. Other technological platforms such 

as social media provide an avenue where local citizens can raise, discuss and 

tackle their everyday problems. The data provided in such platforms is taken 

up by the city officials who initially were not aware of the issues that need to 

be fixed. City officials can, therefore, prioritize and budget for development 

projects with the help of the citizens.  

 

E-democracy 

E-democracy or digital democracy is the incorporation of Information 

Technology in promoting democracy. This form of government presumes all 

adult citizens to be eligible to equally participate in the process of  proposition, 

creation, development, and implementation of laws. Municipal council and 

councillors in smart cities use this platform to interact with citizens and to 

deepen participatory democracy. It is also used to effectively disseminate 

and issues 

affecting 

them as well 

as 

suggesting 

solutions 



information to the public. This platform has aided in the spread of information 

through the internet. It has also helped promote freedom and human 

development. Therefore, E-democracy has helped promote the spread of 

human rights such as free speech, expression, government accountability, 

peaceful assembly, the right of knowledge and understanding as well as 

religion – all of which promote democracy.  

Its expansion has been aided by internet. The advent internet has led to 

a strong support for free speech, broadened social interactions and innovative 

communications platforms. There are unmediated mass communication 

platforms on the internet such as newsgroups, MUDs and chatrooms. The 

development of smart phones and their respective applications has led to the 

growth of e-democracy. Digital Democracy is an application with features 

that focus on health, public administration, local economy, education, culture 

and sports. This application and others like it help encourage civil participation 

in the development of the smart cities. Other applications and technologies 

are based on open data which increases voter participation and encourages 

a better understanding of the council programmes, political system, policies, 

announcement, tec. . 

Smart 

Technology  

Description  Use Case Smart City 

Dimension 

Technology 

Enabler 

Class 

Architecture 

Layer 

Open Data 

Based 

Application 

Applications 

that contain 

information 

on the 
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Encourage 
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. 
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Internet 
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Digital 
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Application  
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Provide 
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sports.  
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Technology 
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Smart 
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city and its 

citizens 

general 

communica

tion.  
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Applicatio 
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political 

debate. 
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Smart phone 

Internet 

Technology 

Digital 
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effectiveness 
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metrics for 

politicians 

and their 

parties. 
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transparenc

y, and 

accountabili

ty 

ICT, Data, 

Service 

Delivery, 
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Citizen 
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devices, 

Internet, Wi-

Fi 

Technology 

 

 

  



IMPLEMENTATION FRAMEWORK 
 

Implementation Models 
Implementation of Smart Cities can be a complex and massive undertaking.  It involves 

fundamental change in municipalities operating model, creating new business 

capabilities, replacing old infrastructure and changing the way citizens access services. 

This complexity requires a depth of meticulous planning and skillful implementation 

coordinated through a dedicated unit to ensure focus, integration and methodical 

approach.  Municipalities will need to establish Smart City Programme Office fully 

capacitated with people, processes and tools to comprehensively manage the 

implementation.  Another Key consideration will be the approach to sourcing 

implementation partners and models of engagement.  The following sections focus on 

Programme Management, Financing Models, Implementation Governance and 

Roadmap. 

 

Smart City Programme Office 
The Smart City Programme Office (SCPO) must be established as a multi layered project, 

programme and portfolio management capabilities.  It must have a strong project 

management skill set. Particular attention must be given to the following aspects; 

Portfolio Management 

 Business Case Development 

 Prioritisation and Investment 

 Project and Project Management 

 Risk Management 

 Financial Management 

 Quality Assurance 

 

Financial Models 
Implementation of Smart Cities modernization involves massive changes in infrastructure, 

services and processes which require major reinvestment. With a sluggish economy serious 

constraints to government budget it is visibly apparent that the smart city development 

programme needs, typically surpass the municipal capacity to fund them.  

Robust and solid financial models are necessary to enable city reinvestment and 

modernization using sound fiscal policies, public-private partnerships (PPPs), and 

performance-based revenue models. Undertaking a broad-based smart city reinvestment 

and modernization program will help reduce costs, maximize revenue potential, and 

improve citizen well-being through the deployment of cutting-edge, technology-enabled 

infrastructure that is more environmentally friendly and resilient  

 

There are fundamentally two choices municipalities can adopt to finance projects, which 

are; 



 Funding from Fiscus – In this model government wholly finances the project by way 

of budgeting through the fiscus.  This option should be undertaken for projects were 

municipalities have capacity to implement and/or manage service providers.  

Typically budgets for such programmes are smaller and can be budgeted through 

the fiscus. 

 Risk Transfer to Private Partner – For large projects with high investment 

requirements which the municipality cannot fulfil and high risk for implementation 

failures and cost overruns, it is recommended that such projects  be funded 

through risk transfer model as provided through government framework for Public-

Private Partnerships (PPP). 

The 2 models above can be used in a hybrid financing model to minimise total 

privatisation of implementation while at the same time transferring risk where project 

failure is more likely. 

 

The second option is discussed further below. 

 

Government Risk Transfer 
In determining the model for smart city implementation, it is essential to consider the value 

of transferring the risk associated with such large scale and complex implementation.  This 

can be achieved through the use of Public Private Partnership (PPP) model which is 

explained later. Transferring the risk not only safes government the cost of project overruns 

but ensures that there is additional funding sources, efficiency and effective 

implementation and better service delivery. 

 

Public Private Partnership (PPP) 

A public–private partnership (PPP, 3P or P3) is a cooperative arrangement between two 

or more public and private sectors, typically of a long-term nature. Governments have 

used such a mix of public and private endeavours throughout history. 

The South African National Treasury’s PPP Manual is a best practice guide for PPP 

practitioners. Each module of the PPP Manual is issued as a National Treasury PPP Practice 

Note in terms of the Public Finance Management Act, 1999 (PFMA). It should be read with 

Standardised PPP Provisions, issued as National Treasury PPP Practice Note Number 01 of 

2004. The PPP project cycle The PPP project cycle is the roadmap for the PPP process and 

the Manual. The project cycle covers the two main periods of a PPP: the Preparation 

Period and the Project Term. The PPP Preparation Period spans phases I to III of the project 

cycle: Inception, Feasibility Study and Procurement, and concludes with the signing of the 

PPP agreement. The Project Term spans phases  

 

PPP programmes can be implemented in various ranging from Build-Transfer (BT), Build-

Operate-Transfer (BOT), Build-Own-Operate-Transfer (BOOT) and Build-Lease-Transfer 

(BLT). 

 



Build Operate Transfer (BOT) 

Build–operate–transfer (BOT) or build–own–operate–transfer (BOOT) is a form of project 

financing, wherein a private entity receives a concession from the private or public sector 

to finance, design, construct, own, and operate a facility stated in the concession 

contract.  BOT/BOOT are implemented using PPP models.  The difference between BOT 

and BOOT is that with the later, the private sector takes ownership of the built asset, 

profitably operate it  and only transfers it at an agreed date and time. In the former in 

government takes ownership of the asset immediately after build and licenses the private 

partner to profitably operate the asset with transfer or operation to public partner at an 

agreed date. 

Large infrastructure implementation programmes can benefit from the use of PP and 

BOT/BOOT. This includes technologies such as Cloud, city-wide broadband, IoT Integration 

layer and Data Service Integration layer.   

A lighter version of BOT is licensing concessions especially for quick to configure and 

deploy application which can be available as services for internal and external 

automation.  These services can be provisioned as Cloud applications or mobile 

applications, More complex applications can be deployed as composite or cluster 

services. The municipality or its designated partner can co-own these applications with 

private innovators who absorb the risk of developing these applications. 

 

Build Lease Transfer (BLT) 

BLT is similar to BOOT except that after completion of building, the private partner owns 

the asset and leases it to government to operate it.  Likewise this model allows for 

transfer of asset to public entity at an agreed date without additional cost to won the 

asset.   

Governance 
Smart City implementation is a massive and complex undertaking involving large 

investments and major impact on all municipal stakeholders particularly citizens, 

politicians as people’s representatives. This governance is not to be confused with city 

governance functions and setup, however there must be strong alignment between City 

Governance and Smart City Implementation Governance, In both instances smart 

governance must be considered in which good governance such as open, transparent, 

accountable, collaborative (i.e. involving all stakeholders) and participatory (i.e. citizens' 

participation) principles are adopted and are the cornerstone of the entire governance 

framework 

 

Governance of Smart City Development requires an integrated approach to ensure that 

the transformation is successful. The governance must also be implemented through a 

multi layered governance with clearly articulated mandate, roles and responsibilities.  It 

must be led at the highest level of the municipality including political stakeholders whose 

role should be restricted to political support.  

The governance framework not only looks at how decision making and accountability is 

enhanced during Smart City Implementation, but also offer a robust mechanism to 

monitor and evaluate effectiveness of smart city implementation process and the 

delivered smart capability. 



A governance framework must aim to address challenges typically common in complex 

programmes at municipal level an outlive all the players in the governance space. Some 

of these challenges are; 

 Institutional capacity to govern complex projects 

 Dynamic political climate 

 Competing Stakeholder interests (e.g. Employees and Unions concern on issues of 

job security, citizen needs for immediate and directly relevant interventions, 

political legacy and leverage, etc) 

 Glaring governance and compliance challenges as evidence by high incidence 

of adverse audit findings among many municipalities. 

 Co-ordination challenges, constraining centralised control v/s divisional autonomy 

which proliferate, duplication disintegration and different visions. 

 

The diagram below is a conceptual view of the implementation framework proposed for 

municipalities.  At the core of this framework is a focus approach to integrated 

implementation.  The framework allows for establishment of key capabilities that will 

ensure and effective Smart City implementation. 

 

 

At a governance level below is the proposed governance framework which includes all 

stakeholders from political to services providers.  The governance model is a physical 

implementation of the above conceptual framework with specific forums and entities 

involved in the implementation of the Smart Cities. 

 



The model consists of six governance layers made up of political oversight, executive 

management oversight, Programme Management, Implementation, Solution Integrator 

and external Service Providers. 
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